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Ïðåäñòàâëåíèå èíäèâèäóàëüíûõ òåì
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Þðèé Ëèôøèö
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Ñåãîäíÿ

• Ïðèíöèïû îðãàíèçàöèè ïðîåêòà, åãî öåëè è ñðîêè

• Èíäèâèäóàëüíàÿ ðàáîòà íàä òåìîé

• Ïðåçåíòàöèÿ òåì

• Âðåìÿ äëÿ âîïðîñîâ
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Àíêåòà ñëóøàòåëÿ

• Ñòåïåíü ìîòèâàöèè?

• Êàêèå íàïðàâëåíèÿ ïðåäñòàâëÿþò íàèáîëüøèé èíòåðåñ?

• ×òî âàæíî ïðè âûáîðå òåìû?
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Ýòàïû ðàáîòû íàä òåìîé

• ×òåíèå ëèòåðàòóðû (ñòàòüè èëè äîêóìåíòàöèÿ ñîôòà);

• Ïîñòàíîâêà èññëåäîâàòåëüñêèõ çàäà÷;

• Íàïèñàíèå èíäèâèäóàëüíîãî îò÷åòà (êóðñîâîé);

• Äîêëàä íà ñåìèíàðå;

• Êîëëåêòèâíûå îáñóæäåíèÿ (ìîçãîâûå øòóðìû).
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Àñïåêòû èññëåäîâàòåëüñêèõ òåì

• Íîâèçíà;

• Âíóòðåííÿÿ èíòåðåñíîñòü;

• Ïðèìåíèìîñòü íà ïðàêòèêå;

• Ñâÿçü ñ äðóãèìè ðàçäåëàìè ìàòåìàòèêè;

• Äîñòóïíîñòü;

• Îòêðûòîñòü/çàêðûòîñòü èíôîðìàöèè.
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Ïðîåêòíûé ïîäõîä

• Êîëëåêòèâíûå èëè èíäèâèäóàëüíûå èññëåäîâàíèÿ?

• Ïëàíèðîâàíèå ðåçóëüòàòîâ.

• Êîíòðîëü äåÿòåëüíîñòè.

Îáùåå íàïðàâëåíèå: îáíàðóæåíèå íîâûõ ¾ñèëüíûõ¿
òåõíîëîãèé, âûÿâëåíèå ìàòåìàòè÷åñêîé ñóòè òåìû è
óñòàíîâëåíèå ñâÿçè ìåæäó çàïóòûâàíèåì ïðîãðàìì è äðóãèìè
îáëàñòÿìè ìàòåìàòèêè è Computer Science.
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Àíêåòà òåìû

• Õàðàêòåðèñòèêè òåìû;

• Ïðèìåð èññëåäîâàòåëüñêîé çàäà÷è;

• Ëèòåðàòóðà;

• Âðåìÿ äëÿ âîïðîñîâ.
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Ñïèñîê òåì

• Ïðîãðàììû, íóæäàþùèåñÿ â çàïóòûâàíèè

• Ìàòåìàòè÷åñêèå ìîäåëè çàùèòû ïðîãðàìì

• Àðõèòåêòóðíûé ïîäõîä ê çàùèòå ïðîãðàìì

• Çàïóòûâàíèå â ñèñòåìàõ âçàèìîäåéñòâóþùèõ ïðîãðàìì

• Çàùèòà íà àññåìáëåðíîì óðîâíå

• Èíñòðóìåíòàëüíàÿ òåìà

• Òåõíèêè ðàñïóòûâàíèÿ

• Êà÷åñòâî çàïóòûâàþùèõ ïðåîáðàçîâàíèé
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Use cases

Õàðàêòåðèñòèêà: àáñîëþòíî íåîáõîäèìàÿ è ñîâåðøåííî
íåèññëåäîâàííàÿ òåìà.
Îáùàÿ çàäà÷à: êëàññèôèêàöèÿ use cases.
Êîíêðåòíàÿ ïîñòàíîâêà: ñîñòàâèòü êîíòàêòíûé ëèñò
ïðîãðàììèñòñêèõ ôèðì Ðîññèè, èñïîëüçóþùèõ îáôóñêàöèþ äëÿ
ñâîèõ ðåñóðñîâ. Âûÿñíèòü, ÷òî èìåííî îíè çàùèùàþò è êàêóþ
îöåíêó äàþò èñïîëüçóåìîìó ñîôòó.
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Ëèòåðàòóðà äëÿ Use cases

• Ìîé îáçîð;

• L. D'Anna, B. Matt, A. Reisse, T. Van Vleck, S. Schwab and P.
LeBlanc. Self-protecting mobile agents obfuscation report. June
2003;

• Digital Rights Management.
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Ìàòåìàòè÷åñêèå ìîäåëè çàùèòû ïðîãðàìì

Õàðàêòåðèñòèêà: îñíîâà âñåé îáëàñòè çàïóòûâàíèÿ ïðîãðàìì.
Îáùàÿ çàäà÷à: ïîëó÷èòü ìåòîäû ñ äîêàçàííîé (èçìåðèìîé)
ñåêðåòíîñòüþ.
Êîíêðåòíàÿ ïîñòàíîâêà: ñôîðìóëèðîâàòü ìàòåìàòè÷åñêèå
ìîäåëè äëÿ ðàçëè÷íûõ òèïîâ çàùèò è àòàê. Ñîñòàâèòü ñïèñîê
ìîäåëüíûõ ïðîãðàìì è èñêàòü çàïóòûâàíèÿ ýòèõ êîíêðåòíûõ
ïðîãðàìì.
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Ëèòåðàòóðà äëÿ Ìàòåìàòè÷åñêèõ ìîäåëåé

• B. Barak, O. Goldreich, R. Impagliazzo, S. Rudich, A. Sahai, S.
Vadhan and K. Yang. On the (im)possibility of obfuscating
programs, 2001;

• B. Lynn, M. Prabhakaran and A. Sahai. Positive Results and
Techniques for Obfuscation, 2004;

• Nikolay P. Varnovsky and Vladimir A. Zakharov. On the
Possibility of Provably Secure Obfuscating Programs. 2003;

• C.S. Collberg and C. Thomborson. Watermarking,
tamper-proo�ng, and obfuscation - tools for software
protection, June 2002.
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Àðõèòåêòóðíûé ïîäõîä ê çàùèòå ïðîãðàìì

Õàðàêòåðèñòèêà: âåäóùåå íàïðàâëåíèå çàïóòûâàíèÿ ïðîãðàìì,
îäíî èç ñàìûõ àêòóàëüíûõ äëÿ Intel.
Îáùàÿ çàäà÷à: ðàçðàáîòàòü ñðåäó, â êîòîðîé ìîæíî ñîçäàâàòü
èñïîëíèìûå, íî íå àíàëèçèðóåìûå (íå èçìåíÿåìûå) ïðîãðàììû.
Êîíêðåòíàÿ ïîñòàíîâêà: Âûÿñíèòü ïîäðîáíîñòè ïðî ïàòåíò
Intel. Èçó÷èòü âîçìîæíîñòè àðõèòåêòóðíîãî ïîäõîäà ïî
îòíîøåíèþ ê JVM.
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Ëèòåðàòóðà äëÿ àðõèòåêòóðíîãî ïîäõîäà

• C. Wang. A Security Architecture for Survivability
Mechanisms, Oct. 2000;

• D. Lie, C. Thekkath, M. Mitchell, P. Lincoln, D. Boneh, J.
Mitchell and M. Horowitz. Architectural support for copy and
tamper resistant software, 2000;

• Y. Ishai, A. Sahai, and D. Wagner. Private circuits: Securing
hardware against probing attacks, 2003;

• P. Gutmann. An open-source cryptographic co-processor. 2000;

• R.J. Anderson and M.G. Kuhn. Low cost attacks on
tamper-resistant devices, 1997;

• W.A. Arbaugh, D.J. Farber and J.M. Smith. A secure and
reliable bootstrap architecture, 1997;
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• S. Forrest, A. Somayaji and D. H. Ackley. Building diverse
computer systems, 1997.
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Çàïóòûâàíèå â ñèñòåìàõ âçàèìîäåéñòâóþùèõ
ïðîãðàìì

Õàðàêòåðèñòèêà: íîâîå íàïðàâëåíèå â çàïóòûâàíèè ïðîãðàìì.
Ýòà òåõíîëîãèÿ ðàçâèâàåòñÿ â ñðåäå êëèåíòñêèõ ïðîãðàìì,
ðàáîòàþùèõ ñ äåíåæíûìè ïîòîêàìè.
Îáùàÿ çàäà÷à: ðàçðàáîòàòü òåõíîëîãèþ ñîçäàíèÿ ïðîãðàìì,
ñîñòîÿùèõ èç íåñêîëüêèõ êîìïîíåíò, êîòîðûå êîíòðîëèðóþò
äðóã äðóãà.
Êîíêðåòíàÿ ïîñòàíîâêà: íàéòè ïðàêòè÷åñêèé ïðèìåð,
óñòàíîâèòü êîíòàêò è ïîñòàâèòü êîíêðåòíûé èññëåäîâàòåëüñêèé
âîïðîñ.

Þðèé Ëèôøèö Èññëåäîâàòåëüñêèé ïðîåêò "Çàïóòûâàíèå ïðîãðàìì"



Ëèòåðàòóðà äëÿ çàïóòûâàíèÿ â ñèñòåìàõ

• J. Algesheimer and C. Cachin and J. Camenisch and G.
Karjoth. Cryptographic security for mobile code, May 2001;

• T. Sander and C.F. Tschudin. Towards mobile cryptography,
1998;

• L. D'Anna and B. Matt and A. Reisse and T. Van Vleck and S.
Schwab and P. LeBlanc. Self-protecting mobile agents
obfuscation report, June 2003.
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Çàùèòà íà àññåìáëåðíîì óðîâíå

Õàðàêòåðèñòèêà: îäèí èç ñïîñîáîâ çàòðóäíèòü àíàëèç ïðîãðàìì.
Îáùàÿ çàäà÷à: ðåàëèçîâàòü ìàêñèìàëüíî ìîùíûå ìåòîäû ïî
çàùèòå îò äèçàññåìáëèðîâàíèÿ.
Êîíêðåòíàÿ ïîñòàíîâêà: óñòàíîâèòü ïîòåíöèàë çàïóòûâàíèÿ
ïðîãðàìì íà óðîâíå ìàøèííîãî êîäà è àññåìáëåðà.

Þðèé Ëèôøèö Èññëåäîâàòåëüñêèé ïðîåêò "Çàïóòûâàíèå ïðîãðàìì"



Ëèòåðàòóðà äëÿ àññåìáëåðíîãî óðîâíÿ

• C. Linn and S. Debray. Obfuscation of executable code to
improve resistance to static disassembly, 2003;

• B. Schwarz and S. Debray and G. Andrews. Disassembly of
executable code revisited, 2002;

• C. Cifuentes and K.J. Gough. Decompilation of binary
programs, 1995;

• Gregory Wroblewski. General MEthod of PRogram Code
Obfuscation, 2002.
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Èíñòðóìåíòàëüíàÿ òåìà

Õàðàêòåðèñòèêà: èçó÷åíèå ñîôòà äëÿ çàùèòû è âçëîìà
ïðîãðàìì.
Îáùàÿ çàäà÷à: íàó÷èòüñÿ ïèñàòü ñîôò ïî çàùèòå ïðîãðàìì,
ïðåâîñõîäÿùèé ñîâðåìåííûå àíàëîãè, èçó÷èòü òåêóùèå è
ïðåäñêàçàòü áóäóùèå âîçìîæíîñòè õàêåðñêèõ èíñòðóìåíòîâ.
Êîíêðåòíàÿ ïîñòàíîâêà: èçó÷èòü íåñêîëüêî îáðàçöîâ õàêåðñêîãî
è çàïóòûâàþùåãî ñîôòà è ïðèìåíèòü åãî ê ïîñòðîåííûì â
ìàòåìàòè÷åñêîé ìîäåëè ïðîãðàììàì.
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Ëèòåðàòóðà äëÿ èíñòðóìåíòàëüíîé òåìû

• SandMark;

• Äîêëàä Ñàøè Ïèìåíîâà �
http://logic.pdmi.ras.ru/ yura/of/jvm.ppt;

• J.G. Steiner and C. Neuman and J.I. Schiller. Kerberos: An
authentication service for open network systems, 1988;

• C. Cifuentes and T. Waddington and M. Van Emmerik.
Computer security analysis through decompilation and
high-level debugging, Oct 2001;

• J.R. Nickerson and S.T. Chow and H.J. Johnson and Y. Gu.
The encoder solution to implementing tamper resistant
software, Oct. 2001;

• J. Vinciguerra and L. Wills and N. Kejriwal and P. Martino and
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R. Vinciguerra. An experimentation framework for evaluating
disassembly and decompilation tools for c++ and java, 2003;

• J. Wilander and M. Kamkar. A comparison of publicly available
tools for dynamic bu�er over�ow prevention. Feb. 2003.
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Òåõíèêè ðàñïóòûâàíèÿ

Õàðàêòåðèñòèêà: èçó÷åíèå âîçìîæíîñòåé äëÿ âçëîìà ïðîãðàìì.
Êàê íè ñòðàííî, äîâîëüíî õîðîøî îñâåùåíà â ëèòåðàòóðå.
Îáùàÿ çàäà÷à: íàéòè òàêèå çàäà÷è äëÿ àíàëèçà ïðîãðàìì,
êîòîðûå íå ïîä ñèëó ñîâðåìåííûì ìåòîäàì ðàñïóòûâàíèÿ.
Êîíêðåòíàÿ ïîñòàíîâêà: âûÿñíèòü ïðàêòè÷åñêóþ óñòîé÷èâîñòü
îñíîâíûõ îïóáëèêîâàííûõ ìåòîäîâ çàïóòûâàíèÿ ïðîãðàìì.
Íàïèñàòü êðèòèêó âñåõ ýòèõ ìåòîäîâ.
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Ëèòåðàòóðà äëÿ ðàñïóòûâàíèÿ

• E. Biham and A. Shamir. Di�erential fault analysis of secret
key cryptosystems, 1997;

• D. Bleichenbacher. Chosen ciphertext attacks against protocols
based on rsa encryption standard pkcs #1, 1998;

• M. Jacob and D. Boneh and E. Felton. Attacking an
obfuscated cipher by injecting faults, 2003;

• D. Boneh and R.A. DeMillo and R.J. Lipton. On the
importance of eliminating errors in cryptographic
computations, 2001.
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Êà÷åñòâî çàïóòûâàþùèõ ïðåîáðàçîâàíèé

Õàðàêòåðèñòèêà: ñîâåðøåííî íå ñèñòåìàòèçèðîâàííàÿ îáëàñòü.
Ðåçóëüòàòû âàæíû äëÿ ïðîäâèæåíèÿ íîâûõ ìåòîäîâ è
ñðàâíåíèÿ ìåòîäîâ.
Îáùàÿ çàäà÷à: íàéòè ìåõàèçì îöåíêè êà÷åñòâà çàïóòàííîñòè
ïðîãðàìì.
Êîíêðåòíàÿ ïîñòàíîâêà: ïîñòðîèòü îöåíêó êà÷åñòâà äëÿ
çàïóòûâàíèÿ îäíîé òåñòîâîé ïðîãðàììû.
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Ëèòåðàòóðà äëÿ îöåíîê êà÷åñòâà

• Íèêàêàÿ � âñÿ.
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Çàïîìíèòü/çàïèñàòü

• Èíòåðíåò-ñòðàíèöà �
http://logic.pdmi.ras.ru/�yura/of.html;

• Ëèôøèö Þðèé � yura@logic.pdmi.ras.ru, +79043310563;

• Ñàéò ëàáîðàòîðèè � http://se.math.spbu.ru/setlab/

• Çàïèøèòåñü êî ìíå íà ëèñòîê! Ïåðå÷èñëèòå òåìû, êîòîðûå
âàñ çàèíòåðåñîâàëè.
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Ñ ÷åãî íà÷àòü?

• Ãëàâíîå � ïðèíÿòü âíóòðåííåå ðåøåíèå;

• Ñäåëàòü âûáîð òåìû è íà÷àòü ñàìîñòîÿòåëüíóþ ðàáîòó;

• Íå ïðîïóñòèòü íà÷àëî ñïåöêóðñà è ñïåöñåìèíàðà â ìàðòå.

• Ïîäàòü çàÿâêó íà êàêóþ-íèáóäü ñòóäåí÷åñêóþ øêîëó.
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ÂÐÅÌß ÄËß ÂÎÏÐÎÑÎÂ
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ÑÏÀÑÈÁÎ ÇÀ
ÂÍÈÌÀÍÈÅ!
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