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Ââåäåíèå

Êðóãîì âðàãè, îñîáåííî êâàíòîâûå.

Õîðîøî áû ïðèäóìàòü êðèïòîãðàôè÷åñêèå ïðîòîêîëû,

îñíîâàííûå íà ïðèìèòèâàõ, êîòîðûå äàæå êâàíòîâî íèêòî

íå óìååò âçëàìûâàòü.

Äëÿ ýòîãî ïðèä¼òñÿ èñïîëüçîâàòü íåêîììóòàòèâíûå

ãðóïïû, ïîòîìó ÷òî ñ êîììóòàòèâíûìè óæå âñ¼ ÿñíî.

Ðàññìîòðèì ãðóïïó G , çàäàííóþ îáðàçóþùèìè è

ñîîòíîøåíèÿìè.

Êàêèå åñòü íà íåé âû÷èñëèòåëüíûå çàäà÷è?
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Çàäà÷è â ãðóïïå

Çàäà÷à ðàâåíñòâà ñëîâ (word problem): äàíû äâà ñëîâà

u, v ∈ G . Âåðíî ëè, ÷òî u = v?

Ýòî � âîîáùå ãîâîðÿ, î÷åíü ñëîæíàÿ çàäà÷à.

Â ÷àñòíîñòè, åñòü ãðóïïû, äëÿ êîòîðûõ ýòî íåðàçðåøèìàÿ

çàäà÷à; òåîðåìà Íîâèêîâà.

Íàñ èíòåðåñóþò ãðóïïû ñ ðàçðåøèìîé çàäà÷åé ðàâåíñòâà

ñëîâ.
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Çàäà÷è â ãðóïïå

Çàäà÷à ñîïðÿæ¼ííîñòè (conjugacy problem): äàíû äâà ñëîâà

u, v ∈ G . Âåðíî ëè, ÷òî ñóùåñòâóåò x ∈ G , äëÿ êîòîðîãî

ux [= x−1ux ] = v?

Ýòî òîæå çàäà÷à ñëîæíàÿ; áûâàþò ãðóïïû, â êîòîðûõ

çàäà÷à ðàâåíñòâà ñëîâ ðàçðåøèìà, à çàäà÷à ñîïðÿæ¼ííîñòè

� íåò.

Ïîèñêîâàÿ çàäà÷à ñîïðÿæ¼ííîñòè (conjugacy search

problem): äàíû äâà ñëîâà u, v ∈ G , è èçâåñòíî, ÷òî

ñóùåñòâóåò x ∈ G , äëÿ êîòîðîãî ux [= x−1ux ] = v . Íàéòè

òàêîé x .

Èìåííî conjugacy search problem � ýòî ãëàâíûé èíñòðóìåíò

äëÿ êëàññè÷åñêîé íåêîììóòàòèâíîé êðèïòîãðàôèè.

×àñòî åñòü îñíîâàíèÿ ñ÷èòàòü ôóíêöèþ x 7→ g x

êàíäèäàòîì â îäíîñòîðîííèå.
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Íåêîììóòàòèâíûé ïðîòîêîë ñîãëàñîâàíèÿ êëþ÷åé

Ïðîñòîé ïðîòîêîë (Ko, Lee è äð.), ïîõîæ íà
Äèôôè-Õåëëìàíà:

Ïóáëèêóåòñÿ ýëåìåíò w ∈ G .
Àëèñà âûáèðàåò a ∈ G , ïîñûëàåò Áîáó wa.

Áîá âûáèðàåò b ∈ G , ïîñûëàåò Àëèñå wb.

Åñëè a è b êîììóòèðóþò, òî ó Àëèñû è Áîáà ïîÿâèòñÿ

îáùèé êëþ÷ (wa)b = wab = wba = (wb)a.

×òîáû Àëèñà è Áîá âûáèðàëè êîììóòèðóþùèå ýëåìåíòû,

îáû÷íî ïóáëèêóþòñÿ äâå ïîäãðóïïû A,B ≤ G (ò.å.

ïîðîæäàþùèå èõ ýëåìåíòû), äëÿ êîòîðûõ [A,B] = 1.
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Êàê âûáèðàòü ãðóïïó?

Êàêîé äîëæíà áûòü áàçîâàÿ (platform) ãðóïïà G?

P0 Ãðóïïà G äîëæíà áûòü õîðîøî èçâåñòíà. Òî÷íåå, conjugacy

search problem äëÿ íå¼ ëèáî äàâíî è áåçóñïåøíî èçó÷àëàñü,

ëèáî ìîæåò áûòü ñâåäåíà ê äðóãîé õîðîøî èçâåñòíîé

çàäà÷å.

P1 Word problem â ãðóïïå G äîëæíà ðåøàòüñÿ ýôôåêòèâíî

(ëèíåéíî èëè êâàäðàòè÷íî). Åù¼ ëó÷øå � åñëè ó ñëîâ â G

áóäåò êàêàÿ-íèáóäü íîðìàëüíàÿ ôîðìà.
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Êàê âûáèðàòü ãðóïïó?

P2 Conjugacy search problem äîëæíî áûòü íåëüçÿ ýôôåêòèâíî

ðåøèòü (òóò, êîíå÷íî, äîêàçàòåëüñòâ íèêàêèõ íå

îæèäàåòñÿ).

P3 Äîëæíî áûòü âîçìîæíî ¾çàìàñêèðîâàòü¿ ýëåìåíòû G

òàê, ÷òîáû íåëüçÿ áûëî èç x−1wx íàéòè x , ïðîñòî

ïîñìîòðåâ íà âíåøíèé âèä. Ýòî êàê ðàç õîðîøî

äîñòèãàåòñÿ ïðè ïîìîùè íîðìàëüíûõ ôîðì.

P4 G äîëæíà áûòü ãðóïïîé ñâåðõïîëèíîìèàëüíîãî ðîñòà, ò.å.

êîëè÷åñòâî ýëåìåíòîâ äëèíû n â G ðàñò¼ò áûñòðåå, ÷åì

ëþáîé ïîëèíîì îò n; ýòî íóæíî, ÷òîáû íåëüçÿ áûëî

ïðîñòî ïåðåáðàòü.
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Ñîãëàñîâàíèå êëþ÷åé

Âàðèàíò conjugacy search problem � decomposition search

problem: äàíû äâà ýëåìåíòà w ,w ′ ∈ G . Íàéòè äâà

ýëåìåíòà x , y ∈ A ⊆ G , äëÿ êîòîðûõ xwy = w ′, åñëè

èçâåñòíî, ÷òî òàêèå ñóùåñòâóþò.

Îáû÷íî A � ïîäãðóïïà (òîãäà ýòî åù¼ íàçûâàåòñÿ double

coset problem).

Îñíîâàííûé íà íåé ïðîòîêîë: ïóñòü åñòü ïóáëè÷íàÿ ãðóïïà
G è äâà ïîäãðóïïû A,B ≤ G , [A,B] = 1.

Âûáèðàåòñÿ ïóáëè÷íî èçâåñòíûé ýëåìåíò w ∈ G .
Àëèñà ñëó÷àéíî âûáèðàåò a1, a2 ∈ A, ïîñûëàåò Áîáó a1wa2.

Áîá ñëó÷àéíî âûáèðàåò b1, b2 ∈ B, ïîñûëàåò Àëèñå b1wb2.

Àëèñà è Áîá âû÷èñëÿþò êëþ÷ a1b1wb2a1 = a2b1wb2a1.
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Ïåðåêð¼ñòíûé ïðîòîêîë

Áîëåå íàä¼æíûì ìîæåò îêàçàòüñÿ ¾ïåðåêð¼ñòíûé¿
ïðîòîêîë: ïóñòü åñòü ïóáëè÷íàÿ ãðóïïà G è äâà ïîäãðóïïû
A,B ≤ G , [A,B] = 1.

Âûáèðàåòñÿ ïóáëè÷íî èçâåñòíûé ýëåìåíò w ∈ G .
Àëèñà ñëó÷àéíî âûáèðàåò a1 ∈ A è b1 ∈ B, ïîñûëàåò Áîáó

a1wb1.

Áîá ñëó÷àéíî âûáèðàåò a2 ∈ A è b2 ∈ B, ïîñûëàåò Àëèñå

b2wa2.

Àëèñà è Áîá âû÷èñëÿþò êëþ÷ a1b2wa2b1 = b2a1wa2b1.
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Anshel-Anshel-Goldfeld

Ïðîòîêîë Àíøåëü-Àíøåëÿ-Ãîëäôåëüäà (åù¼ íàçûâàåòñÿ

Arithmetica key exchange).

Îòëè÷àåòñÿ òåì, ÷òî íå òðåáóåò íèêàêèõ êîììóòèðóþùèõ

ïîäãðóïï.

Êàê ñëåäñòâèå, ðàáîòàåò äëÿ ëþáîé íåêîììóòàòèâíîé

áàçîâîé ãðóïïû.

Ýòî � î÷åíü ñåðü¼çíîå ïðåèìóùåñòâî.
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Anshel-Anshel-Goldfeld

Ïóáëèêóåì ãðóïïó G è ýëåìåíòû a1, . . . , ak , b1, . . . , bm ∈ G .

Àëèñà âûáèðàåò x ∈ G êàê ñëîâî â a1, . . . , ak è ïîñûëàåò

Áîáó bx
1
, . . . , bxm.

Áîá âûáèðàåò y ∈ G êàê ñëîâî â b1, . . . , bm è ïîñûëàåò

Àëèñå ay
1
, . . . , a

y
k .

Àëèñà âû÷èñëÿåò x(ay
1
, . . . , a

y
k ) = xy = y−1xy , à çàòåì

[x , y ] = xy−1xy . Áîá âû÷èñëÿåò

y(bx
1
, . . . , bxm) = y x = x−1yx , à çàòåì [x , y ] = xy−1xy .

Ïîëó÷àåòñÿ îáùèé êëþ÷ [x , y ].
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Anshel-Anshel-Goldfeld

Êàçàëîñü áû, ìîæíî áûëî áû ðåøèòü îäíîâðåìåííóþ

conjugacy search problem äëÿ bx
1
, . . . , bxm è a

y
1
, . . . , a

y
k â

ãðóïïå G è ïîëó÷èòü ñåêðåòíûé êëþ÷.

Íî çàìåòèì, ÷òî ÷òîáû âîñïðîèçâåñòè ïîñëåäíèé øàã,

×àðëè äîëæåí ïîëó÷èòü x è y íå ïðîñòî â ãåíåðàòîðàõ G , à

â ãåíåðàòîðàõ a1, . . . , ak è b1, . . . , bm ñîîòâåòñòâåííî.

Òî åñòü åù¼ è ðåøèòü çàäà÷ó membership search: ïî

x , a1, . . . , ak ∈ G íàéòè âûðàæåíèå x ÷åðåç a1, . . . , ak .

Membership decision problem � êîãäà ïðîñòî ðåøèòü, åñòü

ëè òàêîå � ìîæåò áûòü íåðàçðåøèìîé.

Â èòîãå AAG ðàáîòàåò íà subgroup-related simultaneous

conjugacy search problem: íàéòè x ∈ 〈a1, . . . , ak〉, äëÿ
êîòîðîãî a1 = bx

1
, . . . , ak = bxk .
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Length-based attacks

Îäíàêî íå âñ¼ òàê ãëàäêî, èíîãäà åù¼ è àòàêóþò íàñ.

Àòàêè, ñâÿçàííûå ñ ïîíÿòèåì äëèíû (length-based attacks)

� íàèáîëåå óñïåøíûå â îáùåì ñëó÷àå.

Íà subgroup-related simultaneous conjugacy search problem �

åäèíñòâåííûå èçâåñòíûå.
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Length-based attacks

Íàì äàíî bx ; ýòîò bx áûë ïîëó÷åí òàê:

b → bα1 → bα1α2 → . . . → bα1...αL = bx .

Ìû õîòèì îáðàòèòü ýòîò ïðîöåññ.

Ïðåäïîëîæåíèå: äëÿ áîëüøèíñòâà ñëîâ u,w ∈ G , |uw | > |u|.

Òîãäà, ìîæåò áûòü,

|b| < |bα1 | < . . . < |bα1...αL | = |bx |.
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Length-based attacks

Ñîîòâåòñòâåííî, âîò àëãîðèòì àòàêè: åñëè ìû ãîâîðèì îá
îäíîé conjugacy search problem, òî ÷òîáû íàéòè
x ∈ 〈a1, . . . , ak〉, äëÿ êîòîðîãî ax = b:

íàéä¼ì ãåíåðàòîð α ∈ 〈a1, . . . , ak〉, äëÿ êîòîðîãî |b| − |bα|

ìàêñèìàëüíà;

ïîâòîðèì äëÿ x ′ = xα−1 è b ′ = bα.

À äëÿ simultaneous, ÷òîáû íàéòè x ∈ 〈a1, . . . , ak〉, äëÿ
êîòîðîãî axi = bi , i = 1..k :

íàéä¼ì ãåíåðàòîð α ∈ 〈a1, . . . , ak〉, äëÿ êîòîðîãî∑
|bi | −

∑
|bα

i
| ìàêñèìàëüíà;

ïîâòîðèì äëÿ x ′ = xα−1 è b ′
i

= bα
i
.
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Length-based attacks

Ýòà àòàêà òî÷íî ðàáîòàåò äëÿ ñâîáîäíûõ ãðóïï, äàæå â

íåñòàíäàðòíîì ïðåäñòàâëåíèè, åñëè ìû ìîæåì âû÷èñëèòü

äëèíó ïî ñòàíäàðòíîìó.

Âîîáùå, äëÿ ýòîé àòàêè ñàìîå ãëàâíîå � ïðàâèëüíî

îïðåäåëèòü äëèíó. Îáû÷íî ýòî ÷èñëî îáðàçóþùèõ â

íåêîòîðîì ñòàíäàðòíîì ïðåäñòàâëåíèè.

Íî äëÿ ãðóïï êîñ � íåïîíÿòíî, ðàáîòàåò ëè.
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Àòàêè ëèíåéíîé àëãåáðîé

Ðàññêàæåì îá îäíîì íåóäà÷íîì ïðîòîêîëå.

Ïðîòîêîë Stickel: ïóñòü G � ãðóïïà, a, b ∈ G �
íåêîììóòèðóþùèå ýëåìåíòû ïîðÿäêîâ N è M:

Àëèñà âûáèðàåò äâà ñëó÷àéíûõ ÷èñëà n < N, m < M,

îòïðàâëÿåò Áîáó u = anbm;

Áîá âûáèðàåò äâà ñëó÷àéíûõ ÷èñëà r < N, s < M,

îòïðàâëÿåò Àëèñå v = arbs ;

Îíè âû÷èñëÿþò êëþ÷ K = anvbm = arubs .
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Àòàêè ëèíåéíîé àëãåáðîé

Îáîáù¼ííûé âàðèàíò: ïóñòü G � ãðóïïà, a, b ∈ G �
íåêîììóòèðóþùèå ýëåìåíòû ïîðÿäêîâ N è M, w ∈ G �
èçâåñòíûé ýëåìåíò:

Àëèñà âûáèðàåò äâà ñëó÷àéíûõ ÷èñëà n < N, m < M,

ýëåìåíò c1 ∈ C (G ), îòïðàâëÿåò Áîáó u = c1a
nwbm;

Àëèñà âûáèðàåò äâà ñëó÷àéíûõ ÷èñëà r < N, s < M,

ýëåìåíò c2 ∈ C (G ), îòïðàâëÿåò Àëèñå v = c2a
rwbs ;

Îíè âû÷èñëÿþò êëþ÷ K = c1c2a
n+rwbm+s .
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Àòàêè ëèíåéíîé àëãåáðîé

Íà ñàìîì äåëå ïðîòîêîë ðàáîòàåò íîðìàëüíî äëÿ ìíîãèõ

ãðóïï.

Áîëåå òîãî, îí ìîæåò ðàáîòàòü äëÿ ïîëóãðóïï, ÷òî âîâñå

çàìå÷àòåëüíî.

Íî Stickel ðåêîìåíäîâàë èñïîëüçîâàòü åãî äëÿ ãðóïï

îáðàòèìûõ ìàòðèö k × k íàä êîíå÷íûì ïîëåì F
2l
.

È ýòî áûë íåóäà÷íûé âûáîð.
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Àòàêè ëèíåéíîé àëãåáðîé

Çàìåòèì, ÷òî ×àðëè äîñòàòî÷íî íàéòè òàêèå x , y ∈ G , ÷òî

xa = ax , yb = by , u = xwy .

Åñëè îí òàêèå íàéä¼ò, îí ñìîæåò ïî v ïîñ÷èòàòü

xvy = xc2a
rwbsy = c2a

rxwybs = K .

Ïåðâûå äâà óðàâíåíèÿ áåç ïðîáëåì ïåðåâîäÿòñÿ â

ëèíåéíûå óðàâíåíèÿ íà 2k2 íåèçâåñòíûõ ýëåìåíòîâ ìàòðèö

x è y .

Íî u = xwy òîëüêî â êâàäðàòíîå õî÷åò ïðåâðàùàòüñÿ, à ýòî

ãîðàçäî õóæå; ÷òî äåëàòü?
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Àòàêè ëèíåéíîé àëãåáðîé

Äàâàéòå áóäåì èñêàòü íå x , à x−1; òîãäà ïåðâîå óðàâíåíèå

íå èçìåíèòñÿ, à òðåòüå òåïåðü ñòàíåò ëèíåéíûì:

x−1a = ax−1, yb = by , x−1u = wy .

Ïîëó÷àåòñÿ 3k2 óðàâíåíèé íà 2k2 íåèçâåñòíûõ, ïðè÷¼ì ìû

çíàåì, ÷òî ðåøåíèå åñòü.

Ýòî ìîæíî ðåøèòü.

×òîáû ñïàñòè ïðîòîêîë, äîñòàòî÷íî èñïîëüçîâàòü

íåîáðàòèìûå a, b,w (íàïðèìåð, ïîëóãðóïïó âñåõ ìàòðèö

íàä êîëüöîì).
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Ñïàñèáî çà âíèìàíèå!

Lecture notes è ñëàéäû áóäóò ïîÿâëÿòüñÿ íà ìîåé

homepage:

http://logic.pdmi.ras.ru/∼sergey/

Ïðèñûëàéòå ëþáûå çàìå÷àíèÿ, ðåøåíèÿ óïðàæíåíèé,

íîâûå ÷èñëåííûå ïðèìåðû è ïðî÷åå ïî àäðåñàì:

sergey@logic.pdmi.ras.ru, snikolenko@gmail.com

Çàõîäèòå â ÆÆ smartnik.
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