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Beeperne n Quddu-Xennman BeepeHve B npoTokonbl cornacosaHus Kato4a
Mpotokon Ouddu-Xennmana
Llenn n cpegcTsa NpoTOKOIOB COrnacoBaHmUs Kato4a

Outline

@ Bseaenve v nddu-Xennman

o BeegeHune B NPOTOKOMbI COMaCOBaHUS KtOYa
o [lpotokon Andppn-Xennmanra
@ Llenn n cpencTea NpoOTOKOMOB COMNAaCOBaHMS KiKOYa
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Mbi y>ke Hay4nnauce nepegaBaTb COODLLEHNS
KPMNTOCUCTEMAMU C OTKPbITbIM KAKOYOM.

Ho 310 goBonbHo mMenneHHo n 6osbwoii overhead nonyvaercs.

C cekpeTHbIM KntO4OM BCE BbIIO bbI ropasgo beicTpee.

@ Yo penaTs?
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@ Hapo npn nomoLm npoTOKO/IOB C OTKPbITHIM KJTHOYOM
YCTaHOBUTbL OQHOPa30BbIii (3¢heMepHbIli) CEKPETHBINR KoY, a
NoTOM LWNppoBaThL UM.

o [lonb3a ot aToro:

e Bpary JajnM MeHblue COODLIeHNi, 3andpOBaHHbBIX OQHUM 1
TEM Xe KJIIOHOM, 1 eMy OyaeT cioxHes;

@ ec/n Bpar BCE-Taku HODYAET KAOY, MeHblue cooblieHnii OyayT
CKOMMPOMETUPOBaHbI;

© YECTHbIM YHACTHMKAM HE HAafO XPaHWTb OrPOMHOE KOJNYECTBO
MOCTOSIHHBIX CEKPETHBIX KtOYell, a MOXKHO CO3AaBaTh, Korga
HY>KHO;

@ pasHble CecCn MexAy ydHacTHukamu (Hanpumep, obuieHne
Pa3HbIX NPOrpaMM MO CeTA) CTAHOBUTCS HE3ABUCUMbIM.
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I_IpOTOKOJ'I bl COr1aCoBaHMA KikO4a

@ Il BOT Mbl y>xe 3HaeM NPOCTeLLmnii NPOTOKON COrNacoOBaHUs
KJtoYa:
© Anuca nybankyet nyGanydHbIA KAOY 4151 KAKOW-HMOYab
KPUNTOCUCTEMbI C OTKPbITBIM KJKOHOM;
© bob eribupaer cekpethblii kntou K, wndpyer ero, nepepaér
Annce.
© Annca gexkogmpyet, n Teneps y Anucel n boba ectb obuyuii
kmoy K, KOTOpbIM MOXHO LNdpPOBaTh.

o Ecim Anuca n Bob abcontoTHO [OBEpSIOT Apyr 4pyry U BepsT,
4TO Bpar MOXeT NPOBOAUTL TONLKO MacCUBHblE aTakn (TOIbKO
CNeanTb 3a COOBLLEHUAMMN, HE USMEHSASA UX 1 HE NPUKNAbIBASICh
Y4aCTHUKaMN NPOTOKOA), TO TaK MOXHO CAeNaTb.

@ Ho HY>XHO FOTOBUTBCA K XYALUEMY.
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Y710 OypeT ceroaHs

@ Mbl cerogHs Ha4yHEM C NCTOPUHECKM NEPBOro NPUMMUTMBA
kpvnTorpadun C OTKPbITbIM KAOYOM BOODLLE.

@ 3aTem noliMEm, YTO OH HWKAKOW KPUTUKW HE BLIAEPKUBAET.
o 3atem nonpobyem npugymaTs 4TO-HMBYAL MosyHLLE.

A 3aTem 0b60bWwM 3agaqy COrnacoBaHuUs KJKO4Ya C ABYX

Y4aCTHNKOB Ha bosblee Nx KOANYECTBO.
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cTopus

o Whitfield Diffie, Martin Hellman, 1976.

o Kak BoanTcs, NOTOM BbIACHUIOCH, 4TO GpuTanen, Malcolm J.
Williamson, pabotaswnii Ha pa3Beaky, NpuAyMan TO Xe Camoe
paHbLUE, HO €ro 3acekpeTuiu.

@ 370 byAeT Ans Hac nepsbIli NPOTOKON, OCHOBaHHLIN Ha 3agade
ANCKPeTHOro sorapudma.
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Npes v ctpykTypa

@ Llenb: ycraHoBuTb 06wmii kntoy. MNybanyHo Bbibupaercs
MOAY/b N N YNCNO g, B3AUMHO NPOCTOE C N.

@ Anuca Bbibupaer a, bob BbibupaeT b. Anuca noceinaer g2,
Bob nocbinaer gb. B pesynbrate Kaxgblli MOXET BbIYNCINTL
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3ameyaHus

@ Yem wmbl nonb3osanucs ans rpynnel Z,? Ha kakue rpynnbi
MOXHO 0606WNTL?
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3ameyaHus

@ Yem wmbl nonb3osanucs ans rpynnel Z,? Ha kakue rpynnbi
MOXHO 0606WNTL?

o [potokon Oudpdbu-Xennmarna pabotaer B ntoboii
KOMMYTaTWBHOI rpynne.

o A kakas 3agada CTOUT Mepes NacCUBHBIM B3AOMLMKOM?
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3ameyaHus

@ Yem wmbl nonb3osanucs ans rpynnel Z,? Ha kakue rpynnbi
MOXHO 0606WNTL?

MpoTtokon Oudbdu-Xennmana pabotaer B noboii
KOMMYTaTWBHOI rpynne.

o A kakas 3agada CTOUT Mepes NacCUBHBIM B3AOMLMKOM?

o Mo g? n g’ naittn g?°. 310 He anckpeTHbiii norapucm, a
Diffie-Hellman problem, kak 8 RSA.

Cepreili Hukonenko Kntoum n npotokonsl aonsi HUX



Beeperne n Quddu-Xennman BeepeHve B npoTokonbl cornacosaHus Kato4a
Mpotokon Auddu-Xennmana
Llenn n cpegcTsa NpoTOKOIOB COrnacoBaHMs Kto4a

Kpuntocuctema dnb-lamansa

o W3 npotokona Oudpdpn-Xennmana MOXKHO caenaTh HACTOALLYHO
KpUNTOCUCTEMY.

@ [eHepaunsi kKnoYeN.

© Anuca BbibrpaeT cyHaiiHytO CTeneHb X, NOACYNTHIBAET

h=g*
© Buigaér h, g n rpynny B Buge nybnn4dHoro kiatoqa. CekpeTHbiii
KJIIOY — X.

o KoaunpoeaHue.
© bob Bribupaer cnyyaiinbiii y, Boiuncasiet ¢ = g¥. Y Hero
noslyqaercsi «obuynii cekper» s = hY.
@ CoobuieHne m Bob kopupyeT kak ¢ = ms.
© Mocbinaer Anuce (¢, ).

o [lekogmposatue.

©Q Anuca BblHuCAseT S = ¢ U AEKOANPYET m = Cps L.
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Ananuns Hagéxnoctu cxembl Diffie-Hellman

@ Mol 3Haem, 4To DH HagéxeH npoTMB NacCUBHbLIX aTak, ecau
DHP He pewnTs.

o T.e. npotne Hapsu, KoTOpbIA nogrnsasisaeT 3a Anucoii u
Bobom, DH Hapéxen. A ewg?

@ MoxeT nn Annca BbiTb yBEPEHHO, YTO pa3roBapuBaeT
nmerHo ¢ bobom?
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Ananuns Hagéxnoctu cxembl Diffie-Hellman

@ Mol 3Haem, 4To DH HagéxeH npoTMB NacCUBHbLIX aTak, ecau
DHP He pewnTs.

o T.e. npotne Hapsu, KoTOpbIA nogrnsasisaeT 3a Anucoii u
Bobom, DH Hapéxen. A ewg?

@ MoxeT nn Annca BbiTb YBEPEHHON, YTO pa3roBapuBaeT
nmerto ¢ Bobom?

o KoHeuHo, HeT. Hapan moxeT nierko nmutuposats Boba, Hert
HUKAKOro NOATBEPXKAEHNA NNYHHOCTN.

o Moxet nu Anuca 6biTb yBepeHHol, 4To Tonbko Bob ysHaer
CekpeTHbI KoY, a Hapan, gaxe ecin byaet umutuposaTs
Boba, ne y3Haet?
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Ananuns Hagéxnoctu cxembl Diffie-Hellman

@ Mol 3Haem, 4To DH HagéxeH npoTMB NacCUBHbLIX aTak, ecau
DHP He pewnTs.

o T.e. npotne Hapsn, KoTOpbIA nograsgbisaeT 3a Anncoii un
Bobom, DH Hapéxen. A ewg?

@ MoxeT nn Annca BbiTb YBEPEHHO, YTO pa3roBapuBaeT
nmenHo ¢ bobom?

o KoHeuHo, HeT. Hapan moxeT nierko nmutuposate Boba, Hert
HUKAKOro NOATBEPXKAEHNA NTNYHHOCTN.

@ MoxeT nn Annca bbiTe yBEPEHHON, 4TO ToNbKo Bob y3HaeT
CekpeTHbI Katod, a Hapan, gaxe ecin byaet umutupoeaTs
Boba, ne y3Haer?

o KoHEYHO, HET, MO TOW Xe NpuymnHe.

@ Ho npexge 4em dopmynuposats, 4TO Mbl OT NPOTOKOJIOB
XOTUM, faBaiite cPOpMYANPYEM, KaKMe HAC MOryT
MHTEPECOBAaTHL MPOTOKOJIbI.
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[MpoTokonbl

e [lpotokon nepegaqu knoda (key transport): Anuca cekpeTHo
nepenaét boby koHkpeTHbIli BIBpaHHLIA Anucoii knod K.

e [lpotokon cornacosanus karoda (key agreement): Annca n
Bob moroeapueatotcs 0 KakoM-Hubygb obLiem Kirode.

e [Ipotokon obHosnenusi knroqa (key update): y Anncel n Boba
Y>Ke& €CTb CEKPETHBbIN K04, HO OHW AJIS HOBbIX CECCUui
NCNOAB3YIOT CBEXUE PA3HLIE KIHOYU.

o [Ipotokon pasgaqu knroyeii (key distribution): Llentp pasgaér
PE3UAEHTAM KJHOYM, NPU MOMOLLM KOTOPbIX MOXKHO 0bLwaThes
apyr ¢ gpyrom u ¢ LlenTpom.
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@ [laccusHblii MPOTUBHMK MOXET TOJIbKO NoaCMaTpmBath (1
Ha3biBaeTcs eavesdropper).

© AKTUBHbIN MPOTUBHUK BCTaBASIET cBon coobuienms (intruder),
NPUKNABIBAETCS YECTHBIM y4acTHuKoM (impersonator), MOXeT
MOLNPULUPOBaTL JHODbIE NEPESaBAEMbIE HYECTHLIMY
YYaCTHMKAMU COOBLLEHUSI, MOXKET HAYUHATE HECKOLKO
Pa3roBOPOB C YECTHLIM Y4aCTHUKOM M BpocaTh OAMH U3 HUX
Ha moaAnyTw.

e Ewgé cunbHee — known-key attack: npoTokon ycToiiuue
npoTme HeE, ecnn Hapnun, y3HaB CEKPETHbIE KAHO4YN OT
HeCKonbKnx pasroeopoe Anncel n Boba, He cMoxeT pasragaTts
HOBbIi CBEXUI CEKPETHbIN K04 (CreHepupoBaHHbIA C
NPEXHUMN NEPMAHEHTHBIMU KOHaMN).
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MKenaemble CBOICTBA NMPOTOKOJIOB

o AyteHTupukayms amdHoctu (entity authentication): Anuca
yBEpeHa, 4To C Heii pasrosapusaet Bob.

o AyTeHTucpukayms uctodnmnka gavneix (data origin
authentication): Anuca ysepeHna, 4to umenno bob nanucan
3To cooblueHue.

o AyreHtucpukayms knova (key authentication): Anuca
yBepeHa, 4To Tonbko Bob (u ewg, moxet bbb, LleHTp)
CMOXET Y3HaTb CEKPETHbIN KU,

o [logTBepxgenne kmoda (key confirmation): Annca yeepeHa,
yto Bob KAKOY NOAYHYMN M FOTOB €ro UCNONbL30BaTh.
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MKenaemble CBOICTBA NMPOTOKOJIOB

o VpeanbHas npsmas 6esonacHocts (perfect forward secrecy):
ecnn Hapnu y3HaeT HacTOALWMIA NepMaHEHTHbI CEKPETHBbI
KJI1OY, 3TO HEe NOMOXXET eMy B3JIOMaTb HaCTHble K/HO4YMN OT
NPenbloyLLAX, Y>KE COCTOABLLMXCS obMeHoB Mexay Anucoii u

Bobom.

o Csexectsb kmoya (key freshness): yqacTHukn ysepenbl, 4T
KJIOY CBEXUIA N paHblue HE NCMNOAb30BaNCA.

o Kak HeTpygHo Bugets, DH mano yemy ynoeneteopsieT. Ho
3aT0 paér perfect forward secrecy: nety Hukakmx
NMEPMaHEHTHBIX KJIKOYEN.

Cepreli Hukonenko Kntoum n npotokonsl aonsi HUX



Beeperne n Quddu-Xennman BeepeHve B npoTokonbl cornacosaHus Kato4a
Mpotokon Ouddu-Xennmana
Llenn n cpescTsa NpoTOKOIOB COrnacoBaHnUs Kto4a

BpemMeHHble AaHHble

@ [poTokonam Hawmm Kpaiine enaTenbHO, YTOBbI y4aCTHIKN
BbLIN YyBEPEHBI B TOM, YTO UM HE NOBTOPSIOT CTapoe
nepexsadeHHoe cooblueHne, T.e. B TOM, 4YTO KaXKaasi Ceccusi
NMEET CBOW KJHOY.

o [lna 3Toro ncnosiib3ytoTCs BPEMEHHbIE, OAHOPA30OBbLIE JAHHbIE.

o Obwwii TepMUH — nonce: ofHOPa30BOE YUCO,
ncnonb3ytoleecs Tonbko ans atoii ceccun (for the nonce).
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Pa3HOBI/I,D,HOCTI/I BPEMEHHbIX NAHHbIX

o CnydaliHble 4ucna.

o O6biyHO Anuca nocoinaet boby cnyyaiinoe yncno r, a bob
OTBEYAET YeM-TO, UTO BKJIOYAET B cebsi r; 3TO AOKa3bIBaeT
cBexecTb coobuiernsa Boba.

o Ho Hapo ymeTb nopoxpgaTh xopolwine ciydaiiHbie Yucna (unm
xopotume seed'bl Ans redepaTopa).
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Pa3HOBI/I,D,HOCTI/I BPEMEHHbIX NAHHbIX

o [locnenosatensHeie 4ucna.

o Kaxxpgoe coobyeHne mapkupyercs 4ucnom (HOMepom);
coobLLEHNE NPUHNMALOT, TOJILKO eCAun ero Homep bonblue Bcex
npeabl4yLwnx.

e Ho torga Annce Hago xpaHWTb HOMEPA U MOMHUTL KX AJIS
kaxxpgoro boba, ¢ kKoTopbiM OHa MOXeT 0bLaTLCS.
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Pa3HOBI/I,D,HOCTI/I BPEMEHHbIX NAHHbIX

@ Timestamps.

o OpHOBpPEMEHHO NPOBEPSIET 1 TO, YTO COODLLEHNE CBEXEE, 1 TO,
YTO OHO MOCAAHO HEeAABHO.

o Ho Hapo crHxpoHnsnpoBaTh 4Yackl U ObITb YBEPEHHBIM, YTO C
HUMM BCE B MOPsiiKE. ITO TOXKE HENErko, eC/ KPyroMm Bparu.

@ B Hawwmx npoTokonax byayT B OCHOBHOM MCMO/Ib30BaTLCS
timestamp’bl 1 ciyvaiiHble Yncna.
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MpoTokonkl Ha kpunTorpacmm ¢ 3aKpbITbIM KJOHOM
MpoTokonbl cornacosaHusi kao4a MpoTokonkl cornacosanusi knw4a c Llentpom
MpoTokonel Ha kpunTorpacmm ¢ OTKPLITLIM KIIO4OM

Outline

© Mpotokonsi cornacosanus kntoua
@ [IpoTokonbl Ha KpUNTOrpachum € 3aKpbITHIM KJIKOHOM
@ [lpoTokonbl cornacoBaHus knwoda ¢ LleHTpom
@ [MpoTokonbl Ha KpunTOrpahuu ¢ OTKPLITLIM KIHOYOM
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MpoTokonel Ha kpunTorpacmm ¢ OTKPLITLIM KIIO4OM

o [MpoTokonsl BysyT OCHOBaHLI Ha aNropuTMax CUMMETPUYECKONR
kpunTorpacum (T.e. KpunTOrpachun € 3aKPLITHIM KNHOHOM).

@ Yacto mbl byaem npeanonarats, 4to y Anucel n Boba yxe
€CTb CEKPETHbIN KiKOY, HO OHW XOTSAT AJsl KaXKAol ceccuu
YCTaHABANBATL HOBbIW CEKPETHBINA KoY, YTODLI MeHbLLe
nasaTe Yapan nndpopmaunn. T.e. pakTuyeckn Mol
3aHumaemcs key update.

@ Ha4yném c nepegaym kntoyva, korga Asnca xo4er nepegaTb
Boby BbibpaHHbIl €10 KoM,
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OpHonpoxonoBsblii key transport

o [lpocTeiiwnii npoTokon:

SO =

EK(a, tA, 506)

a, ta, 606

Y

Ex(a, ta, 506)

@4 Q
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OpHonpoxonoBsblii key transport

e Xopouwo:

o Key authentication: Anuca He ysepeHna, 4to Bob nony4uun
KJIKOY, HO YBEPEHa, YTO MOJYYUTb €ro MOXeT ToNbKo Bob.

o Key freshness: Annca nobasuna s a timestamp, n Bob6 yeepeH,
YTO KJHOY CBEXWIA.

o OpHoctoponHuii key confirmation: Anuca pobaenseT B a
4TO-TO hukcuposarHoe (Hanpumep, umsi «bob6»), n Bod
YBEPEH, YTO a nNpugymana nMeHHo Anunca, a He Yapan nocnan
cayyaiiHoe yucno. Ho Annca Hu B 4éM He yBepeHa, KOHEYHO.

o [lnoxo:
o [MpoTtus known-key attack ycroiiuneocTn Her.
o Anuca Hu B 4éM He yBepeHa, NOTOMY HTO HUYErO HE MOJIYHaEeT.
o Perfect forward secrecy Her.

Cepreili Hukonenko Knioum n npotokonsl aonsi HUX



MpoTokonkl Ha kKpunTorpacmm ¢ 3aKpbITbIM KJOHOM
MpoTokonbl cornacosaHusi kao4a MpoTokonel cornacosanus knw4a c Llentpom
MpoTokonel Ha kpunTorpacmm ¢ OTKPLITLIM KIIO4OM

Challenge-response

o [MpoTokon challenge-response: BmecTo timestamp’a Tenepb

=

1 Ng

\2\

nonce, nony4eHHslii ot Boba.

)

A

EK(I'A, NB: 506)

Q

@ mz
A
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MpoTokonel Ha kpunTorpacmm ¢ OTKPLITLIM KIIO4OM

Moandpukauus

o Ecnn nyxHo caenate Tak, ytobbl Annca He KOHTpOSMPOBana
KJIIOY, MOXKHO NMepefaTh TpeTbe CooblueHne, cogepxallee
nHchbopmauuio ot boba.

Lo

Ng < 1 Ng
T
T
EK(FB, Na, Ng, AJ'lVlCa) < 3 EK(I'A, Na, Ng, 506)
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Authenticated Key Exchange Protocol

@ 3a Tpu Npoxofa MOXHO crenaTb ayTeHTupukaumno, nprnyém
be3 aekonmpoBaHusi, Yepes xew-dyHkuuu. Mpeanonoxnm, 4To
Mbl yMeeM BblHnCnsTs hx (cemelicTso xew-cyHkuuii ¢
knodom), n'y Anucel n Boba ectb asa knoda K n L.

fa

Y

Anuca, Bob, r, Ig, Anuca, Bob, ra, 1,

A

hk(Anuca, Bob, ra, rg) hk(Anuca, Bob, ra, rg)
Anwuca, rg, .| Anwuca, rg,
hk(Anuca, rg) "1 hk(Anuca, rg)

hirs) 3 >@
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Authenticated Key Exchange Protocol

@ Tenepb Anuca yeepeHa, 4To bob — 3710 Bob n yto on
NOAYHUA KAKOM.

o A Bob yeepen, uto Annca — 310 Anuca v 4TO OHa Mony4duna
KJHOY.

o T.e. B3ammHoe key authentication n key confirmation.
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[MpoTokon LLlamupa

@ A moxHo 1 Boobuie bes kntoyeii, opraHnsosaTh kak B DH, Ho
key transport.

K® mod p

K® mod p

(Kab)a-1 mod P
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[MpoTokonbl ¢ cepepom

o Tenepb AaBaiiTe NpefnonoXuM, 4TO Y HAC €CTb CEpPBEp,
KoTopomy BepaT u Anuca, n bob.

@ V cepeepa 1 Anucbl €CTb 3apaHee CEKpeTHbIA kato4d K, a 'y
cepeepa n boba — cekpertHbiii katoy L.

@ Anuca n Bob xoTaT caenaTh BpEMEHHbI CEKPETHbLIA KOY ANist
obLeHns Apyr C Apyrom.
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Kerberos

o Kerberos — aTo:
@ pacnpefenéHHas cuctemMa ayTeHTUuKaunm, Co3gaHHas B
pamkax npoekrta Athena g8 MIT;
@ COMT, CO3AaHHbIN A5 3TOR CUCTEMBI;
@ MpoTOKON ayTeHTudnKauny, paspaboTaHHblin gns 3Toi
CUNCTEMDI.
o [nasHas uenb — ayTeHTudpukayms (kak pas entity), HO Kak
nobouHblli 3cbdbekT 1 KAOY COrNacoBbLIBAETCS.

o Ceituac ucnonssyercs 8 Windows (Haumnas ¢ 2000),
Mac OS X, Red Hat, Solaris, FreeBSD kak cucrema
ayTeHTUDMKALNM MO YMOMHAHNIO.

Cepreili Hukonenko Kntoum n npotokonsl aonsi HUX



MpoTokonkl Ha kpunTorpacmm ¢ 3aKpbITbIM KJOHOM
MpoTokonbl cornacosaHusi kao4a MpoTokonel cornacosanus knw4ya c Llentpom

MpoTokonel Ha kpunTorpacmm ¢ OTKPLITLIM KIIO4OM

Kerberos

o ObosHaueHus:
o Anunca n LleHTp 3HaIOT cekpeTHbIA Kao4d K
o B0ob n LenTp 3HatOT cekpeTHbIii Koy L;
o Anunca ebibupaet Ny n BBoanT timestamp T4 no cBoMM 4Yacam;
o LleHTp BbIOMpaeT BpemeHHbIli ko4 k ans Anucel n boba;
o T — nepunog BanugHoctu (lifetime), Beibnpaembiin Lentpom.

o Nges: LlenTtp noceinaer Anuce ticket, 3awmdpposanHblii
katoyom Boba, n Anuca nepecbinaer ero kak NOATBEPXKAEHNE
CBOUX HaMEpPEHNNA.

Cepreili Hukonenko Kntoum n npotokonsl aonsi HUX



MpoTokonkl Ha kpunTorpacmm ¢ 3aKpbITbIM KJOHOM
MpoTokonbl cornacosaHusi kao4a MpoTokonel cornacosanus knw4ya c Llentpom
MpoTokonel Ha kpunTorpacmm ¢ OTKPLITLIM KIIO4OM

Kerberos

L 3

/—{ Anuca, o6, Na I

Anuca, Bo6, Na |
Ex(k, Na, T, B0G), |3 Ei(k, Anuca, T),
E.(k, Anuca, T) Ex(Anuca, Ta, T[, Kntou])
4

‘ Ex(Tl, Knio]) |/
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Kerberos

@ Anroputm Kerberos.

© CHauvana Anuca 3anpalimnBaeT ayTeHTUDUKALMIO Y LEEHTPA
NPSIMbIM TEKCTOM.

@ LenTp nocwinaer Annce 3awinpoBaHHbie €€ KAOYOM
noaTeepxaeHune, katod k n Bpems xusHn ticket'a, a Takxe
cam ticket — kntoy k, Bpemsi €ro XusHu n JINYHOCTb ANNCHI,
3awndpoBaHHble Kao4om Boba.

© Anuca nepecbinaet ux boby Bmecte co cBoell AMHHOCTBIO U
lifetime’om, 3alwnpoBaHHBIMN HOBLIM KO4YOM, 1 TOT MOXET
npoBepUTh, 4TO 3TO Annca, u 4TO cepsep eli AeNCTBUTENLHO
Bbia/l HOBbIW KoY, 1 4To ticket ew@ xus.

Yr106blI NoaTBEpPANTL, 4TO OH BCE noHss, Bob eeickinaet Annce
0bpaTHO 3aMdPOBaHHbIT HOBLIM KIIHOYOM T 4.

Ecnun nyxHo caenate key transport, To Anuca moxet npocto
nobasutb B CBOE nucbmo boby xenaembiin eto kntou, a Bob
BEPHET €ro »e nin CBOKO HYaCTb KJK0Ya, €CAN-HYXKHO, YTOObI
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Kerberos

e [Monyyatorcs B3aumHble entity authentication un key
confirmation.

@ Ecnn Anuce nyxHo ewgé pas noroeoputh ¢ bobom ¢ apyrum
KJOYOM, OHa MOXET MPOCTO NepeciaTh TOT e ticket n HoBble
authenticator, He obpawiasicb K cepsepy BOBCE.

o Ecan spemsi T ewgé He nctekno, bob npnmet ToT Xe ticket.
370 ynpowaet key update.

@ Timestamp T4 HyXeH, 4TODbl 3aWMTNTLCS OT aTaKyHOLLEro,
NOBTOPSOLLErO Te ke cooblerns (obwmii npuém).
CoobuieHune ByseT BaNUZHO TONBKO B TEYEHNE KOPOTKOFO
BpemeHu u, bonee Toro, Aga COODLUEHUS C OANHAKOBLIM
timestamp Bob He npumer.

@ Ho Tyt Hapo, 4Tobbl Yackl 66N Y BCEX CUHXPOHM3NPOBAHBI.
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[MpoTokon OTBasi-Puuca

o [potokon Oteasi-Pumnca (Otway-Rees) — noxox Ha Kerberos,
HO He Hy>XHbl timestamp’bl.

o Ha cneayrowem cnaiige Anunca soibupaet yucna M n Ny, Bob
BbibupaeTt Ng, a uentp — k.
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[MpoTokon OTBasi-Puuca

M, Anuca, Bo6,
Ek(Na, M, Anuca, 506),
EL(Ns, M, Anuca, 50o6),

—
R

M, Anuca, o6, N M, Anuca, 506,
Ex(Na, M, Anuca, bo6) Ek(Na, M, Anuca, bo6)
Ek(Na k) [« 4 Ex(Na, k), EL(Ns, k)
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[MpoTokon OTBasi-Puuca

@ 3pechb, ecnun BCe NMPOBEPKM YCMELHO NPORAEHbI, TO:

o Anunca ysepeHa, 4To nosay4una katod k n 4yto bob ero sHaert;
o Bob yBepeH, uTo HacTosiwumii LleHTp BbIgan emy HOBbIN
BpeMeHHbIl Katod k ana obuweruns ¢ Anncoi.

e T.e. gocturaetcs key authentication n key freshness.

@ YT0bbl caenaTs key confirmation, npuaércs pobasuTs ewgé
ogHo coobuieHune. Ckaxem, Bob B coobueHnn 4 nownér He
Tonbko Ex(Na, k), a ewsg u Ex (N4, Ng), coobuias nonce
[JOKa3blBas, 4TO OH 3HaeT k.

o A Anuca emy oteetut Ei(Np), Toxxe gokasbisasi, uto 3HaeT k.
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[MpocTeiiunii npoToKO

@ Tenepb paccMOTPUM MPOTOKOJIbI, OCHOBAHHBIE Ha
kpuntorpadu C OTKPLITEIM KOHOM.

@ YV Anucbl n Boba ectb nybandHble npoueaypbl KOAMPOBaHUS
Pan Pg.

@ [MpocTeiiwmii npotokon: Bob, xxenas nepepats knou k Anuce,
koampyeT ero n nepeaaét Pa(k).

@ Bob yBepeH, uto Tonbko Anuca cmoxeT y3HaTh Kitou (key
authentication), Ho He yBepeH, 4To Asnca ero noay4nna;
Anuca Huyero o bobe He 3HaeT.
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Needham-Schroeder

@ [lpocToii npoTokoN, NPefOCTaBASIET B3aUMHYIO nepesayvy
kntouei ka n kg, a Takxxe B3aUMHY0 ayTeHTUMKaLMIO.

KA 1 > PB(kA, AﬂVlCa)

2 ks

—

A

i

Pa(ka, ks)

Pg(ks)
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Lindpposas nognuce

o Tenepb pasaiite npegnonoxum, 4to Anuca u bob ymerot ewé
W Mo4NUCLIBaTL CBOW COObLLEHUS.

@ HanomuHaHue: undposas noANNCL — 3TO KOrga KaXKAblii
MOXeT MpOoBepUTL, 4TO nognucana Annca, HO HUKTO HE MOXET
nognucatb cam 3a Anucy.

o Hanpuwmep, 8 RSA-cxeme Anuca BoibupaeT mogyns 1,
SKCMOHEHTY € 1 0bpaTHyIo K Heli d u nognuceisaeT cooblyeHne
m Tak:

d

Sa(m)=m® (mod n).

o Kaxablii MoXeT npoBepuTh NyOANYHBIM KIKOYOM, HO HUKTO,
He 3Hasi CEKPETHOro, He MOXeT MoAAeNaTh NOANUCH.

e bygem npegnonarate, 4to y Anucel ectb nognuce Sa, y boba
— SpB.
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@ Anroputm X.509 — cTaHgapT ayTeHTUdMKaLUN C OTKPLITHIM
KJHOHOM.

o OH npegnonaraer cuCTemMy CepTUChUKATOB, KOTOPbIE
BbINYCKAlOT CreLManbHble JOBEPEHHBIE CTOPOHBI.

o CeptndpnkaT Anucel, BoinywerHslii Llentpom, cogepxut
nybanytble kato4n Anncsl gasi NOANNCU U KOGUPOBAHUS, a
Takxe nognucar LleHTpom, T.e. ero HUKTO He MOXeT
noggenaTb.
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X.509 3a gBa npoxoaa

@ 3paech coobuienmne Anucel ma = (ta, ra, bob, Pg(ka)), a
coobwenne Boba ma = (tg, rg, Anuca, ra, Pa(kg)) (t —
timestamp, KOTOpbIA HE JOSKEH 0Ka3aTbCS CAULIKOM AABHUM,
r — cnydaiiHoe 4ncno, KOTOPOE HE JOJIXKHO NOBTOPUTLCSA).

@ B pesynbraTe nponcxoanT ayteHTucpmkaums n obmen
cekpeTHbIMU Katodamm ka n kg.

certa, ma, Sa(Ma)  —— 11— certa, ma, Sa(ma)

certs, mg, Sg(mg) [«——— 2———  certs, mg, Sg(Mg)
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Outline

© Araku, pacnpegenenve kntodeii n pasaenenne cekpera
o Knaccmyeckue aTaku
@ PacnpepeneHue kntoyeli
o PasgeneHune cekpeTa
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ATaku

@ Ceiivac Mbl NOroBOPMM O TOM, Yero CTOUT OnacaThCs Npu
pa3paboTke NPOTOKOJIOB COracoBaHNA KtOYa.

@ Bcskuii peanbHbiii npoTokon fokeH BbITs YCTORYME NPOTUB
M3BECTHbIX aTak.

o Mel ceiiyac npuBenémM HECKONbKO MPUMEPOB KJIaCCUYECKUX
YA3BUMOCTEN B NPOTOKOIAX.
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Man-in-the-middle

@ Ob6ebiunbiii Diffie-Hellman ne cnpasnsiercsa ¢ aTakoii

man-in-the-middle.

Y
Y

«
)

b

9

(& (e y— ("
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Reflection attack

o lMpeanonoxum, uto Anuca n bob nmetoT obwnii cekper K u
ayTeHTUdMLMPYIOT APYr Apyra Tak:
© Anuca nocbinaet boby ra;
@ bob ortsevaer Ex(ra,rs);
© Anuca oTeevaer rg.

e Kak B3nomMatb Takyto cucremy?
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Reflection attack

|
Ra MpuseT, 1 Anuca! N Ra
MpueeT, Anuca, 5 5o6!
Kas(Ra) < p Ra
Rs < Mposepum, 4To Thl Annca... Re

OTBETUTb MOKa HEYero... 3aKprTbIl7I

KoYy

R MpwveeT, 606, 310 cHOBa 5!
B

Y

Re

|
Kas(Rs) < MpueT, Anuca, s bo6! Rs

Tenepb eCcTb YTO OTBETUTH!
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Interleaving attack

o Mpegnonoxum, uto Annca n Bob aytentudpnuupyrot apyr
apyra npu nomowy LudppoBbIX NOANUCEIA:

© Anuca nocbinaet boby ra;
@ bob ortseuaer rg, Sg(ra, rg, Annca);
© Anuca oteeuaer ry, Sa(rs, rg, 500b).

e Kasanock bbl, 3aech fo/mKHa bbITh 1 CBEXECTL (33 CHET
HOBBIX ra, rg), u entity authentication...
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Interleaving attack

ra > ra > ra
~«— 1, Sg(rs, ra, Anuca)
Moka nepexBaTuM...
HaunHaem HoBbI pasroBop ¢ Anmcon
rs < rs

I'a, Sa(r'a, rs, BO6)  —
A Tenepb 3T0 COoBLLEHNe

BO3BpaLLaeM B NepBbIi Pa3roBop.
—_— r'a, SA(F’A, e, 506)

Tenepb bob BepuT, YTo Yapnu — ato Anwuca.
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Misplaced trust

@ Bcnomuum npotokon OTeesi-Puunca.

M, Anuca, Bo6,
Ex(Na, M, Annca, 606),
E((Ng, M, Annca, 506),

2
M, Anuca, o6, 1—> M, Anuca, 606,
Ex(Na, M, Anuca, 506) Ex(Na, M, Anvica, 506)

[0 f——] cmmamen |

w

Y
@

Cepreili Hukonenko
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Misplaced trust

o CepBsep 34ecb JO/MKEH NPOBEPUTH, COBMAAAIOT /N
3aWndpoBaHHbIe YacTu CooblueHnsi 2 1 COOTBETCTBYHOT AN
OHW TOMY, Y4TO MPULLIO B OTKPbLITOM BUZE.

@ Ecan a1y nposepky ybpaTe, To Hapau cmoxeT ykpacTb
identity Boba.

o [lyctb y Hapnu ¢ LlenTpom cekpeTHblii karou R.
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Misplaced trust

M, Yapnu, Bo6,
Ek(Na, M, Anuca, B06),
Er(Nc, M, Anuca, 506),

:
o3 ¢

M, Anuca, 606,
Ek(Na, M, Anuca, B06),
EL(Ng, M, Anuca, 60o6),

/—{ Ex(Na, k), Er(Nc, k)
4

M, Anuca, 506, 1
Ek(Na, M, Anuca, Bo6)

M, Anuca, 506,
Ex(Na, M, Anuca, Bo6)
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CyTb

o Ectb UeHTp, y koTOporo mHoro knmeHtoB. Mexpy LleHTpom n
KaXKJbIM KJAVEHTOM eCTb HagExHasl CBA3b.

@ LleHTp xo4eT pasgaTb kAMeHTaM KOYM Tak, 4TObbI OHK
MOran obLaTLCs Apyr ¢ 4pyrom.

@ MoXXHO nMpoCTO pa3aaTh KaXKAOoW nape KAWeHTOB no kitody. Ho
3TO OYEHb YXK MHOIO K/IOHER: KXXAOMY U3 N1 HY>XHO pa3gaTb
n—1 k4. Henbsa nu menbie?

@ Xou4eTcs BblAaTb KANEHTY CEKPETHYIO NHOPMaL WO, No
KOTOPOIi OH 1 ApYroli KJMEHT CMOTyT COCTaBUTL cebe ktou.

@ Ho Torga nHdopmaunsa byner 3aBUCMMOiA, U Apyrue KIANEHTHI,
MOXET ObITb, CMOTYT BbIYMCANTL KAKOYN STOW Napsl...
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HaféXXHOCTb 1 HUXKHAA OLEeHKa

o Cuctema pacnpegeneHns knwodein k-HagéxHa, ecnm HuKakas
Koanuuua n3 k 1 MeHee NoJib30BaTENEN HE MOXET yragaTb
KJtOY Kakol-11bo napbl Nonb30BaTeNER, HE BXOAALLNX B
KOAAULWIO, ydlle, Yem anropuTM bes 3HaHus KAtodel 3Tol
Koanuuuu.

@ HuxHss ouenka Bnoma (Teopetuko-uxdopmayunorHas): ans
Kakaoi k-HafEXHOW CUCTeMbl, pa3gatoleil Katoun no m 6ur,
Y KaXK[Or0 KANEHTa AOIXKHO bbiTh He MeHbwe (k + 1)m buT
CekpeTHoli nHdopMauun.

@ To ecTb NpoTUB KoanUUWii pasMepoM n — 2 NpuagETcs
LENCTBNTENbHO pa3gasaTh N — 1 koY Kaxgomy. A npoTue
MEHBLUMX MOXHO fly4Lue,

VnpaxHeHue. [loka3aTb 3Ty OLEHKY.

Cepreili Hukonenko Knioum n npotokonsl aonsi HUX
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Singleton bound

@ PaccmoTpum kog, ncnpasnsitowmii owmnbky, nepesoasLmnii
cooblieHne onnHbl k B KOA OAWHBI 1.

o Kakum MoxeT bbITe paccTosiHue MeXay KOAOBbIMU CA0BaMu?

@ Singleton bound: d < n— k + 1. Jokaxure.
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Singleton bound

@ PaccmoTpum kog, ucnpasnstowmii olwmbku, nepesoasaLmnii
coobuenne ganHbl k B KOA OAVHBI N.

@ Kakum MOXeT bbiTb paccTosiHue Mexay KOZoBbIMU CioBamu?
@ Singleton bound: d < n— k + 1. [lokaxure.

o Mexnay kogoesIMU cioBamu pacctosHue d. 3HaunT, ecnu
cTepeTb nepeble d — 1 CMBONOB, OHM BCE paBHO DyayT
NONapHO pa3/iinyHbl. 3HAYMT, ANMHA COOBLWEHNS — MaKCUMyM
k<n—d+1, uto n Tpebosanocs.

Cepreili Hukonenko Kntoum n npotokonsl aonsi HUX
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MDS-kogbl

o MDS-kog (maximum distance separable code) — kog, y
KOTOPOro pacCTOsIHNE MeXAY KOLOBbIMU CJIOBAMW PaBHO B
TouHocTu n — k + 1.

o B MDS-kopge:

o sitobble k KOMMOHEHT KOAOBOrO CJI0BA OMNpPEmENsoT ero;
o ntobble k — 1 KOMMOHEHT KOAOBOroO C/0Ba HE JAKOT HUKAKOM
nHdopmaumn 0b ocTanbHbIX.

VYnpaxHeHue. [okaxuTe aTu ceoilicTea. Hint: gokaxuTe, 4To
mobble k ctonbuos maTtpuubl G 8 MDS-koge nunelino
HE3aBNCUMDbI.

Cepreili Hukonenko Knioum n npotokonsl aonsi HUX
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KoncTpykumnsa Broma

o LlenTp Bbibupaet none Fy, Boibupaer matpuuy redepatopa G
(n, k)-MDS-koga, co38aET cnyHaiiHyto CUMMETPUYECKYHO
k x k matpuuy D Hap g v pa3paét nonb3osaTensim n CTpok
matpuusl S = (DG) .

@ Tenepb ABa nonb3oBaTens i v j MOTyT BblYUCANTL cebe cekpeT
K pasmepom log g:

@ MoAbL30BaTeNb i BblYUCASET (/,)-Ii 3NeMEeHT MaTpuLbl

K = (DG)TG;
@ MoJIb30BaTeNb j BbIYUCASET (f,7)-I 3/1eMEHT MaTpuLbl
K = (DG)TG;

@ OCTanoCb 3aMETUTb, 4YTO K CUMMETpPpUN4eCKas.

@ HapéxHocTb nponcxoguT u3 Toro, 4to MaTpuuya K cocTouT ns
kogoeblx cnos MDS-koga, a ntobbie k nonb3osaTeneid MoryT
y3HaTb TOAbKO k €é cTpok (nmm, 4To TO e camoe, CcToNbuoB).

@ 3Ha4YmMT, KOHCTPYKUUS j-HagéxHa ans j < k —1.
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[locTaHoBKa 3a4aum

o MoTuBauus: Mbl TyT BCE pacCy>haem 0 KpunTorpaduueckux
cekpeTax (knto4ax).

@ lIx Hajo xpaHuTh, U aenaTtb H6akan.

@ Ho uyem Bonblie caenatb konuia, Tem xyxe byaet c
HaAEXHOCTbIO.

@ [osTomy Hennoxo 6bl pa3genuTb KONWM Tak, YTODObI MO
OTAENLHOCTN OHW HUYErO HE 3HAYWUW, A TOJIbKO BMECTE.

@ [lpyroe npumeneHune: pacnpegenéHHblii KOHTPOSL — MO
OTAENLHOCTN HM OLMH M3 FEHEpPasiOB HE MOXKET 3anyCTuThb
agepHyto 60eronoBky, TONLKO BCE BMeCTE.

Cepreli Hukonenko Kntoum n npotokonsl aonsi HUX
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[MpocTelias cxema

o [lycTb y Hac ecTb n nosb3oBaTeneli, OQUH Ha BCEX CEKpeT m, u
Mbl XOTUM pa3faTb €ro Tak, 4Tobbl TONLKO BCE MOMb30BATENM
BMeCTe CMOT/IN €ro BOCCTaHOBUTb.

o Kak s1o cgenatb?

Cepreili Hukonenko Knioum n npotokonsl aonsi HUX
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[MpocTelias cxema

o [ycTb y Hac ecTb n nonb3oBaTeneli, OAUH Ha BCEX CEKPET M, U
Mbl XOTUM pa3faTh ero Tak, 4Tobbl TOILKO BCE NOJbL30OBATENN
BMEeCTe CMOF/IM €ro BOCCTAaHOBUTb.

o Kak s1o cgenatb?

@ OueHb NpocTo: pa3gaTh UM Cay4aliHble YUCAA M, ..., H—1 W
mPnd...Drp1.

o Torpa Bce BMECTE CMOTYT BOCCTaHOBUTL m, a y ntoboii
koasmuuu u3 n — 1 yyacTHUKa HeT HuKakoi o6 m
nHhopMaLmm.

@ Ho Bapyr ognoro renepana ybstot no gopore? Yro aenats,
€C/IN HYXKHO, 4TObbI Ntobble k U3 n nonb3osaTenei cmornn
3anyCcTuTL pakeTy?

Cepreli Hukonenko Kntoum n npotokonsl aonsi HUX
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Bonpoc

@ YTobbl OpraHn30BaTh pasfesieHne CEKPETa, HYXKHO NpuaymaTh
0bbeKT, KOTOPLIA k 3neMeHTaMn 3aA4aETCA OAHO3HAYHO, a
mMeHee 4eM k — COBCEM He 3aAaéTcs.

o Kakue Bbl 3HaeTe Takune o0bbekTbI?

Cepreili Hukonenko Knioum n npotokonsl aonsi HUX



Knaccnyeckune atakn
Pacnpepenenue kntoqein
Atakn, pacnipepeneHune knto4eli 1 pasgeneHve cekpeta Paspenenue cekpera

Bonpoc

Y1061 OpraHn3oBaTh pasgeneHne CEKpeTa, Hy KHO NpuaymaTh
0bbekT, kKoTopbliA k 3neMeHTaMn 3a4aéTca OfHO3HAYHO, a
MeHee yeM k — COBCEM He 3ajaéTcs.

o Kakne Bbl 3HaeTe Takue obbekTb!?

@ MHorounen ctenenun k — 1 3agaérca 3HadyeHusMn B k TOYKax.

(]

(k — 1)-mepHas runepnaockocTb 3a4aércst k TouKamu.

Cepreli Hukonenko Kntoum n npotokonsl aonsi HUX
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Cxema LLJamunpa

o Cekper — 370 4uncno ag.
@ LenTp BbibUpaeT cnyvaiinbie yncna ay, ..., ax_1 "

onpenendaeTr MHOro4aexH

f=ag+ax—+...+aex1L.

o LlenTp pasgaér yuactHukam uncna f(1),1(2),...,f(n) (nan
3HaYeHnst B NODBIX APYriX TOYKax).

@ Jliobbie k y4acTHUKOB Tenepb MOryT BOCMOJb30BATHLCS
nHTepronsumeii no Jlarpanxy, a nobsie k — 1 He moryT.
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Cxema Bnsknn

o WcTopunyeckn nepeas n meHee ynobHasi.

@ VyacTHUKam pasgatoTcsi TOYKM B k-MEPHOM NMpOCTPaHCTBE,
nexaume Ha (k — 1)-mepHoii runepnaockocTu.

o Kaxpble k y4acTHUKOB MoOryT eé BoCCTaHOBUTBL, a k — 1 Hukak
HE MOXET.
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Cnacubo 3a BHumaHue!

@ Lecture notes n cnaiigsl OyayT nosiBAsSTLCA Ha MO
homepage:
http://logic.pdmi.ras.ru/~sergey/

o [lpuckinaiite ntobble 3aMeYaHUs, PELLEHNS YNIPAXKHEHWIA,
HOBbIE€ YUCNEHHBIE NPUMEPLI K NPOY€ee NO afpecam:
sergey@logic.pdmi.ras.ru, snikolenko@gmail.com

o 3axoguTe B XXXK Lsmartnik.
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