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Ob6uwne 3amevaHus CuHxpoHHble wundbpbl
LFSR n gpyrue xunsoTHble CamocurHxpoHusupyoLmecsi mndpsbl

OaHopasoBblii OIOKHOT

o Teopema LLleHHoHa: nyctb K u M — cny4yaliHble BENMYUHBI,
COOTBETCTBYOLWME KJOYaM 1 coobuieHnsim. HTobel cuctema ¢
3aKPbITLIM KJIO4YOM DOblna 6e3ycnoBHO HaAEXHOIN,
Heobxogumo, 4Tobel H(K) > H(M).

@ B vactHocTtu, ecnn |k| > |m|, n kntoun bepyTcsa uns
PaBHOMEPHOrO pacnpegefieHunsi, TO 3TO YC/OBME BCeraa

BbIMOJIHEHO.

@ Ho pnsi 3Toro Hy»KHO MCNONBL30BaTh K/OY Pa3MepPOM C
coobuueHne n cpasy ero BbibpacbiBaTb, YTO 0DbIYHO
HEBO3MOXHO.
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Ob6uwne 3amevaHus CuHxpoHHble wundbpbl
LFSR n gpyrue xunsoTHble CamocurHxpoHusupyoLmecsi mndpsbl

[OTOUHBIN WNdpP KaK OAHOPA30BbIA DAOKHOT

@ Ho npes xopowa: gagaiite AeliCTBUTENLHO FreHEPUPOBATL
HOBBIV WNPP NOTOYHLIM Obpasom.

@ TosbKO OH y Hac byaeT He coBcem Ciy4aiiHblii, a
MCeBAoC/yHaiHbI.
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Ob6uwne 3amevaHus CuHxpoHHble wundbpbl
LFSR n gpyrue xunsoTHble CamocurHxpoHusupyoLmecsi mndpsbl

CviHxpoHHble Wwndpsi

@ B cuHxpoHHbIX NOTOYHBIX WKdpax NOTOK KIOYa reHepUpyeTCs
HE3aBUCUMO OT COODLLIEHNs 1 KoAa.

o KoampoBaHue CUHXPOHHBIX WNPOB MOXKHO ONKUCaTh Kak
oj+1 =f (0}, k),
Zj :g(O',‘, k))

¢i =hi(zi, m;).

@ 0g — HayanbHoe cocTosiHue, k — kntod, f — dyHKUUA
nepexofa MexXay COCTOAHUSMU, g MPOU3BOAMT NOTOK KAOYEN
Z, a KO, C NOJIy4aeTcs U3 3TOro NOTOKa U CoobLLeHNs.
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Ob6uwne 3amevaHus CuHxpoHHble wundbpbl
LFSR n gpyrue xunsoTHble CamocurHxpoHusupyoLmecsi mndpsbl

CviHxpoHHble Wwndpsi

@ B cuHxpoHHbIX NOTOYHBIX WKdpax NOTOK KIOYa reHepUpyeTCs
HE3aBUCUMO OT COODLLIEHNs 1 KoAa.

o KopgupogaHue:
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Ob6uwne 3amevaHus CuHxpoHHble wundbpbl
LFSR n gpyrue xunsoTHble CamocurHxpoHusupyoLmecsi mndpsbl

CviHxpoHHble Wwndpsi

@ B cuHxpoHHbIX NOTOYHBIX WKdpax NOTOK KIOYa reHepUpyeTCs
HE3aBUCUMO OT COODLLIEHNs 1 KoAa.

o [ekogunpoBaHue:
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Ob6uwne 3amevaHus CuHxpoHHble wundbpbl
LFSR n gpyrue xunsoTHble CamocurHxpoHusupyoLmecsi mndpsbl

CviHxpoHHble Wwndpsi

@ B cuHxpoHHbIX NOTOYHBIX WKdpax NOTOK KIOYa reHepUpyeTCs
HE3aBUCUMO OT COODLLIEHNs 1 KoAa.

@ Ob6bl4HO paccMaTpuBalOT JIMHENHbIE BUHAPHBIE NOTOYHbIE
Lnehpsbi.
@ B Hux m;j n ¢; — butsl, n hi(zi,m;) = m; @ z.
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Ob6uwne 3amevaHus CuHxpoHHble wundbpbl
LFSR n gpyrue xunsoTHble CamocurHxpoHusupyoLmecsi mndpsbl

CBOIICTBa CUHXPOHHbIX WNMPOB

@ Hy>xxHo cuHxpoHnsupoBaTb. Ecnn Bapyr B kaHane moryT
nponagatb BUTLl NN NOABASATLCA HOBbIE, HYXKHbI
cneumnanbHble MeTOAbl CUHXPOHMU3ALUN.

o Ownbka He pacnpocTpaHseTcs gasblue.

(] OTHOCVITe.ﬂbHO aTak:
@ WN3-3a nepsoro CBOIiCTBA aTaKu, CBA3aHHbIE C HOBLIMU
CAMBOJTaMW UNn yaaneHnem, ner4e 3aMeTuTb;
@ WN3-3a BTOPOro CBOWCTBa, ecnun B3/IOMLLNK MOXET MEHATbL KOA,
OH 6yp,eT 3HATb, KaK 3TO NOBJAUAET Ha COO6LLI,€HI/I€.
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Ob6uwne 3amevaHus CuHXpoHHbIe wundbpbl
LFSR n gpyrue xunsoTHble CaMocrHXpoHUsupyoLmnecsi mndpbl

CaMOCHHXPOHU3VPYIOLWNECS WNDPbI

o B camocunxponnsnpyrowmxcs notouHbix wngpax noTok
Knto4a — byHKLUNA COOBLLEHNSA N HECKONBKIX
npeaLecTByowmx buTos Koga.

o KoaupoBaHue camOCUHXPOHU3NPYOLNXCS LLINPPOB MOXKHO
onucaTb Kak

07 =(Ci—ty Cimt41y -y Cim1),
Zj :g(Gi) k))

c¢i =hj(z;, m;).

@ 0¢ — HayanbHoe cocTosiHme, k — ko, f — pyHKLUA
nepexofa Mexny COCTOSIHUSIMU, g MPOU3BOAMT MOTOK KJtOYEi
Z, a KO, C MOJIyHaeTcst N3 3TOrO NOTOKa U CoobLyeHus.
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O6wme 3ameqaHuns CuHxpoHHble wndpbl
LFSR n gpyrue xunsoTHble CaMocrHXpoHUsupyoLmnecsi mndpbl

CamocuHxpoHn3unpytoumecst Wwndpsi

o B camocunxponnsnpyrowmxcs notouHbix wngpax noTok
Knto4a — byHKLUNA COOBLLEHNSA N HECKONBKIX
npeaLecTByowmx buTos Koga.

o KoguposaHue:
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Ob6uine 3amevaHus CuHXpoHHbIe wundbpbl
LFSR n gpyrue xunsoTHble CaMocrHXpoHUsupyoLmnecsi mndpbl

CaMOCHHXPOHU3VPYIOLWNECS WNDPbI

o B camocunxponnsnpyrowmxcs notouHbix wngpax noTok
Knto4a — byHKLUNA COOBLLEHNSA N HECKONBKIX
npeaLecTByowmx buTos Koga.

o [ekogunpoBaHue:
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O6wme 3ameqaHuns CuHxpoHHble wndpbl
LFSR n gpyrue xunsoTHble CaMocrHXpoHUsupyoLmnecsi mndpbl

CBOIICTBa CAMOCUHXPOHU3NPYIOLLMXCS WNdPOB

@ CuHXpOHU3MPYIOTCS caMu: Kaxaas ownbka BAUSIET TOMLKO Ha
KOHEYHOE YnCo nocneayroumx buTos.

@ Owwnbka pacnpocTpaHseTcsi, HO OFPaHUYEHHO.

o OTHocuTenbHO aTak:
@ N3-3a nepBorO CBOMCTBa aTakKn, CBA3aHHble C HOBbIMIA
cnmBonaMm nNan y,an'IeHVIeM, prp'Hee 3aMEeTUThb,
@ 113-33 BTOPOro CBOWCTBA, €C/IN B3JIOMLUUK U3MEHU KOJ, 3TO
MNOBANAET Ha CJ'Ie,D.yIOLIJ'I/Ie 6V|Tb|, HYTO MOXET MNO3BOJINTb
3aME€TUTb BTOP>XXEHUE.
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O6wme 3ameqaHuns CuHxpoHHble wndpbl
LFSR n gpyrue xunsoTHble CaMocrHXpoHUsupyoLmnecsi mndpbl

Llenenonaranne

@ Mbl xoTM NoNy4YNTL HaAEXHBIV NOTOYHLINA WNdp.

@ [lns 5TOro HaMm HY>KHO MOJYYUTb HAZAEXHYHO
nocneaoBaTeNbHOCTb Katodeli z;, koTopas notom XOR'utes ¢
coobuyeHnem.

@ Y70 3HaUMT — «HaAEXHasA NOCNEAOBATENLHOCTb ?

Cepreii Hnkonenko MoTounble wndpbl



O6wme 3ameqaHuns CuHxpoHHble wndpbl
LFSR n gpyrue xunsoTHble CaMocrHXpoHUsupyoLmnecsi mndpbl

Llenenonaranne

@ HapéxHasi — 3HauuT, NoxoXasi Ha CJyHaiiHyto, pa3 y>K COBCEM
cny4aiiHoli He byger.

o WHayve rosops, noTouHblii wndp AomKeH BbiTb HENAOXUM
MCeBAOC/YHaliHbIM reHepPaToPOM.

@ Ho 3ameTtum, 4to ecau Hawa bynesa cxema, BblYMcCnsoWas z;,
KOHeYHa, TO MoC/NeA0BaTeNbHOCTL DyAeT NepuoanYecKo.

o Kakumu cBoiicTBamu fosixHa obnagaTh nepmoaunyeckas
nocnefoBaTeNbHOCTb, YTODbI BbITh NMoxoxeli Ha cay4yaliHyo?
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Ob6uine 3amevaHus CuHXpoHHbIe wundbpbl
LFSR n gpyrue xunsoTHble CaMocrHXpoHUsupyoLmnecsi mndpbl

MocTtynatel [onomba

@ ConomoH lonomb npepnoxun cneayrowme Heobxogumele
ycnosusi st N-nepuogunyHoin nocnefoBaTelbHOCTH.

© B uukne gnunbl N 4ncno eguHmny oTANYaeTCs OT Yucia Hynei
He bonee yem Ha 1.

@ B uukne gnuiel N He meHee NOMOBMHbBI NOC/NEA0BATENLHOCTEN
OfMHAKOBbLIX CUMBOJIOB UMEIOT AJMHY 1, He MeHee YeTBepTU —
ONHY 2, He MeHee % — aanny 3 1 T.4. [Ans kaxkaoin anune
NOC/eA0BATENILHOCTEN M3 Hynel (NOYTU) CTONBKO XKE, CKOJIBKO
u3 eanHnL,

© AsToKOppensiuns NprHMMAEeT poBHO ABa 3HadveHusi: 3K € N

1, ecmmt=0,

N—1
1
C(t)=— 25i—1)(2s; 1 +—1) =
(t) N;( J(2si4e=1) %, ecml1<t<N-—1.

o [MocnenoBaTenbHOCTb, YAOBNETBOPSIIOLAS NOCTYIaTaM
lonomba, Ha3bIBAETCA MCEBHOLYMHO
(pn-nocnefoBaTeNbHOCTBLIO).
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O6wme 3ameqaHuns CuHxpoHHble wndpbl
LFSR n gpyrue xunsoTHble CaMocrHXpoHUsupyoLmnecsi mndpbl

CraTucrtnyeckme TecTbl

@ MoxHo 3anNyCKaTb CTAaTUCTNHECKNE TECTbI, KOTOPbIE
NPOBEPAIOT NOJNIE3HbIE TMNOTE3bI:

(monobit test) paBHO NM KONMHECTBO Hynel U eguHNL;
(two-bit test) pasHo nm konuuectso 00, 01, 10 n 11;

(poker test) paBHO N1 KOMHECTBO PasHbIX
nocnefoBaTeNlbHOCTEN AANHBI m;

(runs test) noaxogsilee N1 KOANYECTBO MOCEAOBATENLHOCTENR
naywmnx Noapaa Hyne n eguHuL, Toli WA WHOW ANWHBI,
(autocorrelation test) ogmHakoBasi sin aBTOKOppeNsiLNs Ha
pa3sHbIX CABUrax;

(Maurer test) xopoLuo i1 MoNyHaeTcs OKaTb MNOAYYMBLLNIACS
MOTOK.

]

(]

o Xopowwnii reHepaTOp JOJIKEH MPOXOAMTL BCE 3TU TECThI.
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© Obwwe sameqanus

@ CuHxpoHHble Wwndpbl
o CamocuHxpoHusmpytowmecs wudppbl

© LFSR un apyrue xusoTHble
@ LFSR un nuHeilinas cnoxHocTb

@ HenwvHelinble peructpel casura
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O6wme 3amevaHuns
LFSR n gpyrue »xunsoTHble

Onpepgenexne

LFSR v nuneiinas cnoxHocTb
Henunelinbie pernctpsl casura

® Jluneiinbiii pernctp cgsura ¢ obpatHoii cesizbro (linear
feedback shift register, LFSR) annnbl L coctout ns L yposHeii,
Soy ...y Sp_1 KaxAbIli U3 KOTOPbIX XpaHUT 1 BuT, n cuérumka
BpemeHn. Ha kaxgom ware cogepxxnmoe Sy BbIJaéTcs Ha
BbIXO4, cogepxumoe S; nepepnaérca Ha S;_1, aB S;_1
noctynaet 6ut 0bpaTHoii cBsi3u, BbluncneHHbli kak XOR
HEKOTOPOro PUKCMPOBAHHOrO NoAMHOXecTBa Sp, ..., S5 1.
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O6wme 3amevaHuns LFSR u nuHeliHas cnoxHocTb
LFSR n gpyrue »xunsoTHble HenuHeiiHbie peructpel casura

AccounnpoBaHHbIli MHOFO4YJIEH

o LFSR obosHauaercs kak (L, C(D)), rae
C(D)=1+cD+...4+ ¢ D" € Z[D] — ero
XapaKTEPUCTUYHECKUI MHOIOYJIEH.

o LFSR necunrynsipen, ecnu ¢, =1 (1.e. deg C(D) = L). Bygem
npeanonaraTh HECUHIYNAPHOCTb.

@ LFSR npounseogut nepnogmyeckyto nociefoBaTeibHOCTb.
YnpaxHenue. [lokasaTb, Y4TO NMepuog reHeprpyemoli nociefoBaTesIbHOCTH

paBeH HaumeHbleMy Yuciy N, npu kotopom mHorounen C(D) genut 1+ DV,

Cepreii Hukonenko MoTouHble wudpsb!



O6wme 3amevaHuns LFSR u nuHeliHas cnoxHocTb
LFSR n gpyrue »xunsoTHble Henunelinbie pernctpbl casura

AccounnpoBaHHbIli MHOFO4YJIEH

o CneposaTtensHo, LFSR Bblgaét MakcumanbHO BO3MOXKHbIiA
nepuog 2L — 1 Torga n Tonbko Torga, korga C(D)
NPUMUTUBEH.

o (NPUMUTUBHBI MHOTOYNEH — MUHUMAJbHBIE MHOTOYEH ANS
MPUMUTUBHOIO 3/1IEMEHTa COOTBETCTBYIOLLErO paclunperuns Zy;
Hanpumep, NPUMUTUBHBIA MHOTOYJIEH CTEMNEHN 2 TOJIbKO OAUH:
1+ x + x2; crenenn 3 — ga MHorouneHa: 1+ x + x3 n
1+ x% + x3; ecnn He nomHuTe, HMYEro CTPaALLHOrO,
NoNb30BaTLCS CUJILHO He Byaem)

Cepreii Hnkonenko MoTounble wndpbl



O6wme 3amevaHuns LFSR u nuHeliHas cnoxHocTb
LFSR n gpyrue »xunsoTHble Henunelinbie pernctpbl casura

AccounnpoBaHHbIli MHOFO4YJIEH

o Mpumep: paccmoTpum mHorounen C(D) =1+ D + D3. 370
3HaYNT, 4TO

Zj = 23D z-1.

@ Ecnn navanbHoe coctosiue og = 001, To ganswe byaer:

001 011
100 101
110 010
111 001

o Mepuog 23 — 1 =7, kak n obewanu. Ha Bbixog noctynut
10011101.
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O6wme 3amevaHuns LFSR u nuHeliHas cnoxHocTb
LFSR n gpyrue »xunsoTHble Henunelinbie pernctpbl casura

Cgolictea LFSR

@ [naeHoe cBoiicTBo — Bbixog LFSR yaosneTBopsieT noctynatam
lonomba.

@ B yacTHocTu, nocnenoBaTenbHOCTEW Noapaa nayLmx
Hyneii/equnny 3a nepuog poeHo 2571, n3 Hux posHo nonoeuHa
— ANVHbI 1, pOBHO 4eTBEPTb — AUHbI 2 U T.4., AauHbl L — 1
N ganHbl L — no opHoiA.

@ Hanpumep, B npumepe Bbiwwe 3a nepuog nonydunocs 1001110;
4 = 22 nocnenoBaTeNLHOCTM, CBOWCTBA BCE 3[eCh.
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O6wme 3amevaHuns LFSR u nuHeliHas cnoxHocTb
LFSR n gpyrue »xunsoTHble HenuHeiiHbie peructpel casura

JlnHeliHaa CnoXXHOCTb

@ Mbl BbisicHunn, 4to LFSR — xopowue nopoxaaTenn
nceBAOCAyYaliHbIX NOCAef0BaTENbHOCTEN.

@ MoxHo nocmoTpeTs 1 HaobopoT. LFSR nopoxgaer
MoC/ie0BaTE/IbHOCTb S, €C/IN AJ11 HEKOTOPOro HavasibHOro
COCTOSIHWS OH BbILAET S HA BbIXOA,

o Jluneiinasi cnoxtocts (linear complexity) L(s)
MoC/ief0BaTEIbHOCTN S OMPEAENSETCA TaK:

e ecnm s = 00000..., To L(s) =0;

e ecnu He cywecteyeT LFSR, nopoxgatowero s, To L(s) = oo;

e uHayve L(s) — anuna camoro kopotkoro LFSR,
NOPOXXAAIOLLETO S.

@ [lns koHeuHbIx — gauHa camoro kopoTtkoro LFSR,
MOPOXKAAIOLLErO MOC/AEA0BATENIHOCTL, HAYNHAIOLLYIOCS C
DAHHOA.
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O6wme 3amevaHuns LFSR u nuHeliHas cnoxHocTb
LFSR n gpyrue »xunsoTHble Henunelinbie pernctpbl casura

O nnHenHOW CNOXHOCTHN

@ O NuHeliHOI CNOXXHOCTI MHOIOE W3BECTHO; OHA MO CyTU
MOX0OXa Ha KOJIMOrOPOBCKYIO CJIOXKHOCTb WJIN COXKHOCTb
JNemnenn-3uBa: HAaCKONILKO CIOXKHbIA OOBEKT MOXET MOPOAMUTH
3Ty NocnefoBaTENbHOCTb.

o HO, B OT/An4une ot KOﬂMOI’OpOBCKOﬁ CNOXXHOCTMH, ﬂVIHer/]Her
NErkKoO BblYNCINTD.
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O6wme 3amevaHuns LFSR u nuHeliHas cnoxHocTb
LFSR n gpyrue »xunsoTHble Henunelinbie pernctpbl casura

HemHoro matematunku

@ Asnroputm EBknnga Hag MHorodneHamu.
© PekoHCTpyKUMs paunoHanbHbIX yHKLWIA.
© PekoHcTpykuus no psgy Jlopana, kogbl Puga-ConomoHa.

@ JluHeliHo NnopoXaéHHbIE MOCNEA0BATENBHOCTY, UX
PEKOHCTPYKLS.
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O6wme 3amevaHuns LFSR n nuHeliHas cnoxHocTb
LFSR n gpyrue »xunsoTHble HenuHeiiHbie perucTpsl casura

HennHeliHble peructpel casura

@ JlnHeiiHnblie xopolwn, HO anst KpunTtorpadun camu no cebe
HEMPUrOAHbLI; BOT, HaNpUMep, NPOCTOV aJropuTM OMNpeaensieT
ycTtpoiicteo LFSR no gaHHbiM gnuHoii Bcero 2L.

@ Hy>xxHo rae-To BBECTW HENMHEAHOCTb.

@ HenuHeiiHwlli perncTp caeura:

Fsj—1,85-2,...,85-1L) J
47 Bj—1 Sj—2 cees Sj—L+1 Sj—L
Stage Stage see e »| Stage Stage
L-1 L-2 1 0 output
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O6wme 3amevaHuns LFSR n nuHeliHas cnoxHocTb
LFSR n gpyrue »xunsoTHble HenuHeiiHbie perucTpsl casura

Henuneinblie komburnauyun LFSR

@ MoxHo obbeanHnTb pesynbTaTthl Heckonbkux LFSR
HENMHEVHOW (PyHKLMEIA:

LFSR1 |———

LFSR2 |—— f = keystream

LFSRn |—
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O6wme 3amevaHuns LFSR n nuHeliHas cnoxHocTb
LFSR n gpyrue »xunsoTHble HenuHeiiHbie perucTpsl casura

Hennnelinbie kombunaymn LFSR

@ MoXHO reHepupoBaTh MOTOK KaK HENMHERHYIO PYHKLMIO
(chunbTp) OT cocTosHMIA:

*ene dh
%
' M N
55 ] ceee [ ]
c1 (&] €L—1 J CL
Stage Stage cene _ | Stage Stage
L-1 L2 1 0
f
keystream
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O6wme 3amevaHuns LFSR n nuHeliHas cnoxHocTb
LFSR n gpyrue »xunsoTHble HenuHeiiHbie perucTpsl casura

Henuneinblie komburnauyun LFSR

@ MoxHo ucnonbsosaTtb ogut LFSR kak «4acel» gns apyrux:

\% LFSR R»

clock —» = LFSRR: -

I

5— output

\»—» LFSR R
i 4
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O6wme 3amevaHuns LFSR n nuHeliHas cnoxHocTb
LFSR n gpyrue »xunsoTHble HenuHeiiHbie perucTpsl casura

Henuneinblie komburnauyun LFSR

@ The shrinking generator:

LFSRR, |--%---

clock——»e

b, fa; = — output

1
LFSR R, = output b;

L = discard b;
a; = 0
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Cnacunbo 3a BHnmaHune!
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