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Annoranus

B s7oit pabore cobpaHbl OCHOBHBIE PE3Y/IBTATHI U MMOIX0/IbI HOBOM 00IaCTH TEOpeTH-
vyeckoit nudopMaruku - 3anyrbiBanus (06dyckanuu) nporpamm. Tan 0630p meTomos
3aIlyThIBaHUS, CIIOCOOOB OINEHUTH KAaYecTBO 00 yCKAIMM, PAa3JUYHBIX TUIIOB aTaK Ha
BanyTaHHbI KO/ Takke TpuBeIeH psifi KOHKPETHBIX MTOCTAHOBOK, /71 KOTOPHIX Tpedy-
eTcs pa3paboTKa aJTOPUTMOB 3aIyThiBaHUSA. |J1aBHad 3agada 0030pa — pas3odpaThes,
KaKWe Pe3yJIbTaThl MPEJCTABISIOT HANOOJIBIINI HHTEPEC U PENIeHNe KAKNX OTKPBITHIX
zazad Tpebyercd B IEPBYIO OUePeb. YAAI0Ch CHOPMYIUPOBATH TPU HANDOIEE TOPTINX
TOYKHU: HYX>KHA MaTeMaTUYecKas MOJIEb 3alyThIBAHUS [IPOrpaMM, TPEOYIOTCS METObI
3aIllyThIBaHUAd C ,Z[OKaBaHHOI';I CEKPETHOCTHIO U HY2KHBI HOBbIC TTOJAXOJbI K OITCHKE S(b(beK-
THBHOCTH 3aITyThIBAIOIIUX ITPE0Opa30BaHUIL.

1 Bsenenne

Tpagunuonnas Kpunrorpadus 3aHUMAETCd 3alIUTOH JIOCTyIa K CeKpeTHO# mHMopMaIun.
JlocTaTouHo HeIaBHO (mepBbie paboTh - 1997 roj1) HAYATHCH UCCIe0BaHNsI B 00JACTH 3alllU-
THI OT HECAHKITHOHIPOBAHHOT'O MCIIOIH30BaHUSA UCXOTHBIX KOJIOB MporpaMM. Kak HE cTpaHHO,
0Ka3aJI0Ch, 9TO YETKO CHOPMYJIUPOBATH, YTO K€ TAKOE 3aIllyThIBAHHE IPOIPAMM, JI0BOJIBHO
ca0xkH0. O0dyCcKaTOPOM Ha3BIBAETCS MPeodpa30BaTe/ b MCXOAHOIO KOJIA MPOrpaMMbl B 3a-
nytanubiit Koj. [losiydennast mporpaMma JI0JIZKHA OCTAThCS UCIOJTHSIEMOI, TPUIeM BpeMs ee
paboThl U JIJIMHA OMUCAHUS HE JTOJZKHBI CYIIECTBEHHO BBIPACTH, & CEMAHTUKA (3aBHCHMOCTH
BBIXO/IHBIX JIAHHBIX OT BXOJHBIX) B TOYHOCTH COBHAJATH C MCXOAHON. IIph 3TOM JIOJIZKHO
BBIIIOJIHATHCSI CBOMCTBO CEKPEMMOCMU: KOJI HOBOH IIPOrpaMMbl He JOJI2KEH PACKPbIBATH HH-
dopmanmio 06 ajaropuTMax, mapamMerpax U BHyTPEHHEl CTPYyKType HCXOMHONW MPOrPpaMMBbI.

B sTom onpejiesiennn HesICHO, YTO MBI TIOHMMAEM MOJI ITPOTPAMMOI ¥ YTO, CTPOTO FOBOPS,
O3HAYaeT CEeKPeTHOCTh. Paznudnbie popMan3aiui 3TOro Olpejie/ieHus JA0T pa3/indHble
MOJIXO/IBI K 3aIyTBIBAHUIO MPOIPAMM.

BamyTeiBanue nporpamm (00(hyCKaIms) HAUNHAIOCH, 10 BCeil BUIANMOCTH, ¢ pa3pabOTKN
HPAKTHYECKUX [PUJIOKEHU, BBIOJHSIONIUX 3Ty 33/ia4y. Pa3zBuTne HOBbIX TEXHOJIOTUI TPO-
rpaMMHPOBaHusl (TAKMX KaK BUPTyaIbHAsi MAlIWHA Java i pacipocTpaHeHne IpOrpaMMHOTO



obecrieyenusi B Bujie GalT-KOJIA) JATM HOBYHO MOTHBAIMIO JII PA3BUTHS METOJO0B 00dyc-
Kalun. HpOBOILI/ITCH MezKlyHapO/JHO€ COPpEBHOBaAHUE 110 HAIIMCAHHUIO KOPOTKHUX 3allyTaHHbIX
nporpamm — International Obfuscation C Code Contest. B Hacrosiiiee Bpemsi CyIecTByOT
JIECATKE KOMMepUYeCcKuX 00(yCKaTOPOB, OTHAKO cephe3Hbie (DyHIaMeHTAIbHBIE HCCIeI0Ba-
HHs eIe TOJIbKO HATHHAIOTCS.

O0630p HammCaH C MeJIbIO MOJYYUTD IPeJICTaBJIeHne O TeMe U JOCTHYIb TAKOrO YPOBHS II0-
HUMAaHUS, KOTOPBIil MO3BOII OBl CTABUTH OTKPBLITHIE BONPOCHI. B KadecTBe BBIBOIOB MBI
[pEeJICTAB/ISIEM TIEPBOOYEPEIHBbIE 3a0a49d JIJIsi PACCMATPUBAEMOI0 HCCJIEI0BATEIHCKOIO Ha-
npasJienus. 3 mpeapiyyx monbIToK pacCMOTPETh Pe3y/ibTaThl HECKOJIBKUX PAadOT BazKHO
YIOMSHYTH 0030p [2].

V3/10:KuM B HECKOJIBKHX IIPE/IJIOZKEHUSIX OCHOBHBIE BLIBOJBI M HaOromenns. [locsemue
paboTel c(hOPMHUPOBATN TEHICINIO pa3pabOTKU 3AIMUTHl MPOTHB KOHKPETHBIX aTaK, BMECTO
paszpaborok obiiero meroja. [losromy B O/mzKaiiiiiee Bpemsi HanboJjiee aKTyaJbHbIM CTaHEeT
MOCTPOEHNE aeKBATHBIX MAaTEeMAaTHIEeCKAX MOJeIei. JTa 3a1a9a COAEPKUT B cede moCTpoe-
HU€e HECKOJbKHUX KJaccuuKaIuii: mpe/IcTaBJIeHuil mporpamMM, MOTHBOB aTaK Ha 3allyTaHHbIi
KOJI, HHCTPYMEHTOB II0 PACILyTHIBAHHUIO U yPOBHEll IIpeIBapUTEIbHBIX 3HAHUI 00 aTaKyeMoii
IIporpaMMe H 3allyThIBAIeM Ipeodpa3oBannn. TakzKe B KazK 0 MOIEH HeOOXOIUMO OyaeT
4eTKO CHOPMYJIUPOBATH, YTO SABJSETCS YCIEXOM aTaKyOIMero (PaciyThIBAIONIEr0) yIacTHU-
Ka.

JlaJibIne MbI BBIJIE/ISIEM TEMY JIOKa3aHHOW CEKPETHOCTHU 3AILy THIBAIONINX MPeobpa3oBaHMil.
B crarbe [10] moryden mepBblil pe3yabraT B 5TOM HAPABICHUN, U Mbl BEPUM, YTO OHO HECET
B cebe HeMAasIo SIpKUX M HEIOXOXKHMX Ha TEKYIIHe 3alyThIBAIOINX MEeTOI0B.

TperbuM HampaBIeHHeM SBJISETCS TECTHPOBAHUE 3aIyTHIBAIOIINX METOI0B, OIEHKA HX
HaJEe2KHOCTU U IIOCTPOEHHE CUCTEMbl OIEHKHN KadeCTBa 3ally ThlBalOIIUX HpeO6p330BaHHﬁ.

2 Ilpunoxenus (Use cases)

[Ipexk e yeM nepexouTb K (hopMaJibHBIM OIIPeIeJIeHUSM U MOJIE/IsIM, HEOOXO/IMMO SICHO 1IP€/I-
CTaBJISITh NIPAKTUYECKUEe [IPUMEHEeHNUs 3allyThIBaHUS 1IPOTPaAMM.

Ncexoano, caMbiM TIepBBIM MPUJIOYKEHUEM JIJIsT 3aIyThIBAHUS ITPOrPAMMBI ObLIa 3aIluTa
BaKHBIX MOJYyJel OT UX MOBTOPHOIO UCHOJIb30BAHUS B IPOIrPAMMHBIX IPOIYKTAaX KOHKYPEH-
TOB. DTO MPUIOKEHHE Mbl HA3bIBAEM 3AIIUTON OT U3BJIEUEHUS MOJIYJIA.

CiiejiyomuM BayKHBIM HAIIPABJICHUEM sIBJISCTCS 3aIMUTa OT BHECEHUS HECAHKIIMOHUPOBAH-
HBIX U3MEHEHUI B IPOrpaMmy. DTO HaIpaBjeHne O9eHb OJIM3KO K tamper-proofing. 3agaqa y
9THUX HaNpaBJIeHnil 001ast (3a1uTa OT N3MeHeHNiT ), HO MEeTO/Ibl Pa3Hble: 3y ThIBAHUE JIeIaeT
TPYJIHBIM BHECEHHE TaKUX M3MEHEHWil, KOTOpbIe Ja/ i Obl 3apaHue IOCTaBJIeHHBIH 3D deKT,
a tamper-proofing BBoAUT B mporpamMmy OOJIBIIIOE KOJUYECTBO CAMOIPOBEPOK Ha HEU3Me-
HEHHOCTh, VAAJUTh KOTOpble HempocTo. CKopee Bcero OYIyIee OCTAHETCS 3a THOPHUIHBIMA
TexHuKaMu. B KadecTBe KOHKPETHBIX ITPUMEPOB MOXKHO YHOMSHYTh KJIMEHTCKHE HPOIPaM-
MBI UHTEPHET-MAara3uHoOB, MPOrPaMMBbl, O0C/IyKUBAIOIINE KPEJIUTHbIE KAapThl U OAHKOBCKHE
cUeTa.



YacTHBIM ciIydaeM Mpe bl IyTIero HaupaBIeHus sIBIgeTcs HAUCAHIe TPOTPaMM C OTrpa-
HUYEHHON (DYyHKIUOHATBHOCTHIO, 3AaPOJIEHHBIM BXOJOM WU OIPAHUYEHHBIM CPOKOM JIefi-
crBusi. Cro/1a »Ke MOXKHO OTHECTH U IPOrPAMMBI, PE3YJIbTAThl KOTOPBIX PA3PEIIAeTCsl UCIIO b=
30BaTh JIMITb OIPAHUYEHHBIM PsIJIOM CIIOCOGOB (HAPHMED, HeJb3si PeJaKTHPOBATH). 3alry-
ThIBaHUE IIPOIPAMM MOKET CTaTh (HO MOKA HE CTAJI0) CePbe3HBIM MPENSTCTBIHEM /I HECAHK-
IMIOHUPOBAHHOTO CHATHS BCTPOEHHBIX OTDAHUYEHMUIA.

Ecth u coBepieHHO Apyroe MpUaoKeHWe TEeXHUK 3amyThiBanusd. Ceiiuac mayT ucciie-
joBanus 1m0 00(ycKanuu BUPYCOB, KOTOpasi J0JIZKHA IMOMENIATh aHTHBUPYCAM PaCHO3HATH
OTIaCHBbIE TPOTPAMMEBI.

CrenyromuM HampaBIeHHEM sBJSeTCd 3alATa AJITOPUTMA. IDTO BayKHO, CKaryKeM, I
HOBBIX TEXHUK CTeranorpaduu, riae 3HaHue MeTo/1a MO3BOJIIeT OBICTPO MOCTPOUTD YCIENTHY 0
aTaKy.

Eme ogauM spKuM npuMepoM CJIyKUT 3aliuTa OT u3Bjedenus jgaHabix. O HuM 13 uHTe-
PECHBIX TIPUMEPOB siBJsieTcst 00dyckaust 6ounbix mmudpos (block cypher). Cyrs 609H0TO
mudpoBaHus 3aKII0YaeTCs B pa3dMeHun cooOIIeHus Ha OJIOKHU, TOC/Ie Yero KayKJbiX OJIOK
mudpPyeTcs ¢ MOMOIIBI0 KJI0Ya CHEIUAJbHBIM (TPYHO 0OPATHMbIM) AJTOPATMOM. 3aadua
I 00d yecKanuy 3aK/II09aeTCI B TOM, YTOObI peaan30BaTh 3TOT aJTOPUTM ¢ (PUKCHPOBAH-
HBIM KJIIOYOM TaKuM 00pa30M, YTO aHAJU3UPYs KOJ, HPOTPAMMBI HeJIb3s ObLIO Obl y3HATH
caMm KJr04. B crarbe [4] 61 IpeiozKeH MeTO/I JiJist PeIeH s 9TOil 3a/a49u, OHAKO O37Ke B
pabote [8] Gb1T MpeIcTaBIeH TOJTHHOMUATBHBIH AJTOPUTM H3BJIeYeHHs KII0Ya U3 31y TAHHOTO
STUM MeTOJOM KOJA.

3 Kiaaccudukarusa atak

Jlyist TOTO, 4TOOBI CO3/1aTH KAYeCTBEHHBIE METOJIBI 3aITy ThIBAHWUsT, HEOOXOIMMO SICHO TTPeICTaB-
JISITD, TMPOTUB KAKUX UMEHHO JeiiCTBHHl MPOTUBHUKA Mbl XOTUM 3all[UTUTH KO/ IPOTPAMMBI.
Tak Kak Ha JAHHBII MOMEHT HET OIpejeseHus "naealbHoro mudpoBanua', KOTopoe MOLJIO
Obl OBITH peaIn30BAHO Ha HPAKTHKE, TO ujeT Oopbbda 3a "xopomee" mudposanne. Takum 00-
pasoMm, u3mepenne "kKadecTBa' 00dyCcKanm CTAHOBUTCS OYeHb BazKHBIM. UTOOBI J1aTh OIEHKY
3aIy TAHHOCTH, HEOOXOJAMMO MMETh KJIACCU(DUKAIMIO IeJIeil, MeTOJI0B U WHCTPYMEHTOB MpO-
THBHUKA.

B srom paszese (HamUCAHHBIM MO MOTHBaM [5]) GyAyT W3/I02KEHBI UTPOBasi MOJEb 3a-
HIMTHI IPOIPAMM, Pa3/IMYHbIE HEIPABOMEPHbBIE JNefCTBUA IIPOTUBHUKA, U OOLIME MIEH 110 3a-
HIMTE OT 3TUX aTaK. SalUTy NPOrPAMMHOIO KOJa MOKHO PACCMATPUBAThH KAK UIPY C JBYMsI
yaactaukamu - Asmcoit (A) u Bobom (B). A mammcana nporpammy P u cobupaercs ee
pactpocTpanaTh. [Iporpamma momagaer Kk B, KOTOPBIii, aHATU3UPYsl IOy YeHHBIH KOJI, TIbl-
TAeTCsl COBEPIIUTH OJIHO U3 CIEYIONUX HeIPABOMEDHBIX JIeficTBHiA: 1) BHECTH B IPOrpaMMY
OmpeJieIeHHbIe U3MeHeHus (tampering) u moJab30BaThCst MOAUDUITUPOBAHHON TTPOrPAMMOi;
2) pacTHpPaKUPOBATH U TEPENpOATh IPOrpaMMy JAPYIHM HOJIb30BaTessiM (piracy); 3) Bbl-
JIEPHYTH U3 TPOrPAMMBI HEKOTOPBIE MOJLYJIM ¥ BCTABUTH UX B CBON KOHKYPUPYIOHMIMHA TTPOLYKT
(malicious reverse engneering).



Jlna Kazk10it aTaKu CyIIecTBYeT YCTOSBIIAACS KOHIEMIUs 3aIMUTHBIX METOI0B. TeXHuKN
3allUThl OT U3MEHEHHMIl Ha3bIBAIOTCs tamper-proofing u 3ak/04aloTCsd BO BHECEHUU B 1LIPO-
rpamMMy OCTOSTHHBIX IIPOBEPOK Ha OTCYTCTBUE U3MeHeHnit. Bojee xurpast uaes 3akjIr09aercs
B 3amndpoBKe Koja 1 3aTeM (B cJIy4yae OTCYTCTBUA 1/13MeHeHI/H71) MMOCTEIEHHON TUHAMAYIECKON
pacmngpoBKe HCIOIHIeMBIX MOy Ieil. B ciydae nuparcrBa HCIOIb3yeTcss MEXaHI3M BKPAIl-
JIeHWs BOJHBIX 3HaKOB (watermarking). CyTb MeTOIa B CIeYIONIEM: JIeralbHbli npogaser] A
MIPOrpPaMMHOTO MPOAYKTa MoAmpunupyer Koz, "3amuBasg" B Hero ¢Boio MoAmuch. Ecau mom-
[IACHh HEBO3MOYKHO 3aMEHHUTh Ha CBOIO, TO TpeThe Jauio C', KOTOPOMY HEYECTHBINH HOKYIIATE b
B monpiTaercs nepenpomarh OIporpaMMy, BCErga CMOXKeT YyOeauThCss B TOM, UTO HpaBa Ha
npojaxKy npuHaexkar A, a ne B.

3ammuToii 0T HOBTOPHOI'O HMCIOJIL30BAHUSA ABJISETCH IIPEIMeT HAIIero 0b630pa — 3amyThl-
BaHue nporpammbl (obfuscation). EcrecrBennast ujest 3aKI049aeTCA B 3aTPY/THEHUN aHAIA3A
KO/Ia, TaK 4TOOBI HEBO3MOXKHO OBLJIO YCTAHOBHTH CMBIC/I OTIEJIBHO B3ITOrO (hparMeHTa KoJa.

DakTHIECKH KIACCH(DUKAIMIO METOI0B M HHCTPYMEHTOB aTak €eIle TOJHKO IPEeICTOUT
paszpaborarh.

4 Mopenn

OO6cyum B jieTajisix pa3/indHble MOMEHTBI HAITero HehOPMaJIBLHOTO OIIPEe/Ie/IeHUS.

Poct norpebiisiembrx pecypcoB. B TeopeTudecKkoit Mo/ JOIMYCKAeTCs MOJTUHOMUATbHBIT
poCT TOTpebIeHHsT BCeX PeCypCoB (MaMaTh, BpeMs, pa3mep Koja). Ha npakruke o6¢hyckarop
BBICTpAMBaeT 3alyThIBAHHE B paMKaX Hallepe] 3aJaHHBIX OrpaHumdeHuii mo pecypcam. Kak
MPABUJIO, 9TH OIPAHUYEHUs] MO3BOJISIIOT MPOrPAMME BBIPACTU JIUIIb B KOHCTAHTHOE YHUCJIO
pas. Beimostasiercst cieyiomnasi 3aKOHOMEPHOCTb — 9eM TPOIIEe MeTO], TeM MEHBIIe ero MeHa
(TpeGyemoe yBesmuenne pecypcoB) n trem Menee sddekTrBer Meros. CaMble TPUMHTHBHBIE
MEeTO/Ibl UMEIOT HYJIEBYIO IEHY.

OTaenbHBIM BOIPOCOM sBJsseTcss 3 ¢eKTUBHOCTEL camoro obdyckaropa. Ha mpakruke
HET YKECTKUX OTPAHUYEHUIl — Bejib 3allyThIBATHh HY’KHO BCero ojuH pa3. OJIHAKO HUKAKHUX
UHTEPECHBIX METOJI0B, KOTOPbie TpeOoBaji Obl OOJIBIINX YCUJIUN 110 pean3aliu M0Ka He
ObLIO TTpeIoyKeHo. Bee 3amyThiBatolie mpeobpa3oBaHust JJOBOJIBHO JIETKO U OBICTPO peaJiu-
3yeMBl.

Cnyuaiiabsie 6uThl 00 yckaTopa. Bo BpeMsa cBOUX 3alyThIBAIONIAX ITPeoOpa3oBaHuii 00-
dyckaTop umMeeT BO3MOXKHOCTH BbIOMPATH apaMeTpbl 9TUX Pe0Opa30BaHUil U caMu 11Peoo-
pasoBaHus u3 CBoero apcenasa. Kak m B Kjaaccuaeckoit Kpunrorpaduu, Mbl IPe/InoiaraeM,
9T0 caM 00(yCKaTOp M3BECTEH HAIlleMy MpPOTUBHUKY. [[09TOMY 3a1ada paciyThIBaHUS CBO-
JIUTCA K YTaJIbIBAHUIO CTPOKH CJIyYailHBIX BBIOOPOB 0O ycKaTopa. YTajJaB CTPOKY MOXKHO
yOeIUThCs, UTO STH BBIOOPHI JEHCTBUTEIHLHO HPHUBEJTH HMEHHO K TO#l 3aIlyTaHHON BepCHUH,
KOTOpasl TIonaja K mojab3oarenio. Takum obpazom (pesyabrar [1]), 3agaua BoccTaHOBIEHUS
koza Jiexkur B NP. B 1o ke Bpems Gosiee 00Imasi 3a/iada 10 HAXOXKIEHHIO MUHUMAJIbHOM
IIPOrpaMMbl SKBUBAJICHTHON JJAHHON ABJIAETCA HEPa3PeInMoOil.

Pazuuna mexk 1y nporpammoii u dpyuknueit. B Teoperudeckoit Mojein Tpedyercs peaJiu-




30BaTh BbIUHCJIeHHEe (DYHKIUH TaK, YTOObBI KAKHE-TO € CKPBIThIE MapaMeTpPbl HeJlb3sl ObLIO
BOCCTAaHOBHUTH II0 3TO# peanm3amun. Ha npakTuke MBI mMeeM HEJI0 ¢ TPOIPAMMBIM KOIOM,
n 00bEKTOM 3allUThl MOI'YT OBITH HE TOJILKO IMapamMeTpbl (DyHKIHMH, HO U HMapaMeTpbl KO-
Ja. KpOMe TOro BeJeTCdA 3allyThiBaHHE€ HE TOJIBKO aBTOHOMHBIX IIpOrpaMM, HO U ITPOI'paMM
IIOJIY YAIOIIUX BXO/HbIE JAHHBIE U3 HECKOJIbKUX UCTOMHUKOB.

BamyrsiBaemocth. He Bce porpaMMbl MOTYT OBITH 3allyTaHBl OJHHAKOBO XOPOIIO. Baxk-
HBIIl IpUMep — MporpamMMa, BOCIPOU3BOIAIIASA CBOil Ko, [Ipu cOXpaHeHHN CeMAaHTHKU KO
UCXOJIHOM TTPOrpaMMbl HEBO3MOXKHO CKPBIThb. TakuMm 0Opa30M, BBUJLY OTCYTCTBHS KJIACCH-
dbukanum Mozesieli m arak, BCTAeT 1I0KA KaK CJELyeT HePelleHHas 33Ja4a: ONPEJeJUTh U
H3MEPUTH CTeleHb MOTeHNUAIBHOM 3amyThiBaeMocTH. B pabore [3] nama BepxHss orneHka Ha
CTeNeHb 3aIlyTHIBAEMOCTH U MOKA3aHO, YTO ITA IJIAHKA JOCTHKAMA He BO BCEX CJIydasiX.

[Ipeamaraempiii moaxos. HanGosee mpoyKTHBHBIM Ha JAHHOM JTATe HCCJIE0OBAHUI TTPe/I-
CTABJISIETCSI CJIELYIOMIMIT [IJTAH: TTIOCTPOUTH KAK MOKHO OOJIbIIe KOHKPETHBIX TPOEK (IIpOrpam-
Ma, 3amHmaeMbIﬁ CeKpeT, BOBMO2KHOCTHU HpOTI/IBHI/IKa) 6I[I/I3KI/IX K peaJiIbHbIM IIPUJIO?KEHUAM
1 HAYATh n300peTeHne MeTOI0B JIJIsT UX 3aIMyThiBaHus. 3a(DUKCHPOBAB OA30BbIE TPUMEDHI MbI
CMOXKeM CPaBHHBATH Da3HbIe METOJbl HA OJHUX U TeX ke 3ajadax. [lepsbiil Takoil mpumep
(3amyTeIBaHEE MHOTOMAPOJBHON NPOBEpKH) JaeT pabora [10].

5 OcCHOBHBIE IOJIXOIbI

[lenTpasibHas 3a7ada Teopun 00MyCKaINN 3aK/I09aeTCs B caeayomneM. HyKHO TpugiyMaTs
aIropuT™M (HAKCATH TPUJIOKEHUE), KOTOPOil, MoIydas Ha BXOJ HEKOTOPYIO mporpammy P,
rpancdopmuposaa 6ot ee B nporpammy O(P). TIpu 3TOM J0/KHBI ObITH BBINOJHEHBI TPU
ycsioBust: 1) coXpaHeHHe CeMAaHTHKH — Te yKe BBIXOJbI Ha TeX Ke BXOJaxX; 2) orpaHudeHune
HA POCT MOTPEDJISTEMBIX PECYPCOB — pa3Mep KOja, MaMsTh U BPeMs UCIOTHEHNUsI, TpebyeMbie
3aIyTaHHON MPOIPAMMOIi M0 CPABHEHUIO C MCXOTHOMN; 3) CEKPETHOCTh — YBEJUYEHUE CIIOK-
HOCTH TPOTPAMMBI, CKPBITHE BHYTPEHHHUX TapaMeTpoB. IIpm 3ToM Ha BXOje W Ha BBIXOIE
0b0(dryckaTopa mporpamMma MOXKeT ObITh 3alicaHa B Pa3sHbIX npedcmassenuss. CaM npoiece
npeobpazoBanusi HazbiBaeTcst 0b6dyckamnmedi (3amyreiBanneM). DTo onpejieseHne HeoOX0 MO
3aBEPIUTH OTBETOM Ha BOMPOCHL: (1) 4T0 MbI TIOHUMAaeM MO/ TporpaMMoil i (2) 9To 3HAYNT
CeKPETHOCTD.

B undopmarnke n mporpaMMHIpOBaHUE TPUHATHI CAMbBIE PA3HbIE MOJETN BBIYUCICHUH 1
HpeJICTaBIeHIs TPOrpaMM: Malinibl T blopuHra, OyJIeBbl CXeMbl, 00'bEKTHO-OPUEHTHPOBAHHBIE
SI3BIKH, acceMOJ1ep, MamuHubil Ko1. Ha nepsbrit Bonmpoc MoKHO j1aTh jiBa oTBeTa. Mbl MOXKEM
cauTarh 9To P — mporpaMma Ha OTpe/Ie/IeHHOM si3bIKe (B ONPeIeIeHHOM [PEeJICTABICHNN ), 1
O(P) 3amucana B TOM Ke IpeJCTaBIeHun (si3biKe). B 9TOM cirydae Mbl MOZKeM pa3pabaThi-
BaTh METO/IbI 3AIlyTHIBAHUSI KOHKPETHOTO NPedcmasieHus TPOTPAMMEBL.

Bropoii BapuaHT BeJIeT K TaK HA3BIBAEMOMY GPLUMEKMYPHOMY N0OT0Y — MBI Pa3pabaThI-
BaeM CIelrajJbHOe Mpe/cTaBieHre(apXuTeKTypy) IpOrpaMM, KOTOPOe JIErKO HCIOJHSAeTCH,
HO TPYJIHO JijId aHa/m3a. B arom ciiyuae obdyckarueit OygeT mpocTo TPAHCIAIUAS TPOTPaM-
MBI B 9TO IPEJICTABJIEHAE (HA ITY apXUTEKTYDY ).



TpeTnii mo1X01 KOHIIEHTPUPYETCA Ha 3aMyTHIBAHUH aJITOPUTMA, JeZKAIIero B OCHOBE MPO-
rpamMMbl, He (PUKCUPYd KOHKPETHOIO IPEJACTABICHUHA. DTOT IOAXOJ BO MHOIHUX CJIydasx
HEIPUMEHUM, HO, B CJIy4ae yclexa, OH JIaeT OOJIbIIYIO 3allUIEHHOCTh TapaMeTpOB aJIlOPUT-
Ma. B aTom citydae nporpamMmMy Mbl pacCMaTpUBaEM MPOCTO KaK (PYHKIUIO, ITPEoOPa3yIonLyio
BXO/IHbIE JITAHHbIE B BBIXO/IHBIE.

Xopoliero onpejieeHus CeKPEeTHOCTH ele He mosiydeno. CKopee Bcero, s KaxKI0i Mo-
e OyayT pa3pabOTaHbl CBOM BAPUAHTHI OIIPeIeTeHUs.

6 Metoanbl 0b6dyckam

6.1 3anyTbIiBaHUE KOIA

Ha mammbiii MoMeHT HanboJiee pacIpoCTpaHeH MOIXO0/I, 3aKTF0UAIOIINNACS B IPUMEHEHUH O0JIb-
IIIOr0 KOJIMYECTBA MPOCTHIX TPIOKOB. KazKablii METOI B OTAEIBLHOCTH JIETKO PACILY THIBAETCH,
HO B COBOKYIIHOCTH OHH JIEJIAIOT 33Ja4y aHaamu3a KoJa (OCOOEHHO CTATHYECKOrO0 aHAJIN3a)
JIOCTATOYHO CJI0XKHOM. Takasi MeTo010THsl JJaeT JBa BaKHBIX MPEUMYIIEeCTBa: OHA, YHUBEP-
casbHa (TpUMEHHMa KO BCe MporpamMmaM) W OveHb JIErKO MporpaMmmupyercs. Takne MeTo-
JIbl HAIIPABJIEHbI HA 3aTPYAHEHHEe CTATHYEeCKOro aHaan3a. OCHOBHBIM HEJIOCTATKOM SIBJISI€TCS
[OJIHOE OTCYTCTBHE OLIEHOK Ha KavdeCTBO 3allyTaHHOCTH. BoJiee TOTo, Bpsij JIM 9TU METOJIbI
BOOOIIE MOIYT JaTh KaKylO-TO JOKa3yeMyl0 CeKpeTHOCTb. llepeducianm naubosiee pacupo-
cTpaHeHHbIe Tpeobpa3oBaHust ITON MeToaoIorn |7]:

Pasenenne oaHoil mepeMeHHoil Ha HECKOIBKO, XPAHEHHE B OJHON TTePeMEeHHON HeCKOJIb-
KUX TePeMEHHbIX, H3MeHeHHe pa3MepHOCTeli MacCuBOB (JByMepHbIE B OJTHOMEPHbIE U HA000-
pOT), 3aMeHa OJIHOTO IUKJIA HA J[BA BJIOKEHHBIX U HAOGOPOT, UCHOJIB30BAHUE JIOMOJHUTE b
HbIX yKa3arTeJeil U pa3bIMEHOBaHUE MX, IEPEUMEHOBAHUE IIePEMEHHbIX U (DYHKIUN, KJIOHU-
POBaHue, nmepeynopaj0iuBadine He3aBUCUMbIX KOMaH/l, BCTaBKa HEUCIIOJIb3YyeMOI'O KO/A.

Tak:ke paszpaboTaHO HEKOTOPOE KOJMYECTBO MeHee TPUBHAJILHBIX MeTOH0B. B KadecTne
puMepa MOYKHO MPHUBECTH TeMHble npeaukaThl (opaque predicats). CyTh ero B cJieyome:
B IOTOK YIpaBJIeHUs JOOABJISIOTCS YCJIOBHBIE OEPATOPLI, COAEPIKAIINe TPY/IHO HPeJICcKasy-
eMbie (TemHbIe) mpeaukaThl. OHA W3 BETOK BBIXOJA TAKUX ONEPATOPOB MOXKET COJEPKATH
dasibiuBblil KoJi. Takke BO3MOXKHO HMCIIO/Ib30BaHUE B JIBYX BETKAX Pa3HbIX IIPeJICTaBICHUN
OJIHOTO M TOTO Ke KOJIA.

CrouT ynoMsaHyTh METO/IbI 3aIlyThIBaHUs Ha ypoBHEe accembuiepa [13, 9] u merox mocTpo-
eHHs IJIOCKOTO MOTOKA yrpasjeHus [4].

6.2 ApXuTeKTypPHBII MOIXO0/,

[Tapa/utesbHO 3aITyTHIBAHUIO MTPOTPAMM M3YYaeTCsl ¥ CMEeyKHBII BOMPOC: KaK OpraHn30BaTh
TaKylo Cpejly, B KOTOPOil MOXKHO OBLIO ObI HMCIOJHATH HMPOrpaMMbl 0e3 OlaceHus, YTO UX
BHYTPEHHAA CTPYKTypa OyaeT M3ydeHa U IOJABEPTHYTa H3MEHEHHWIO W U3BJICUYEHUIO JTaH-
HbIX. Mbl Ha3bIBaEM TaKOM 110/1X0/1 apXUTEKTYPHbIM. B HacTos1iee BpemMs BeLlyTCs aKTHBHbBIE
HCCJIEJIOBAHNAS U YK€ MOJYyIeHO HECKOJBKO MAaTEHTOB.



6.3 AujaropurMmyeckue moaxoabl

Bee pesysbrarsl, paccMaTpUBAIONINE 3AIIUTY IPOrPAMM KAK 3aIIUTY BHYTDEHHHX IIADAMET-
poB DYHKINU, KOTOPYIO BBIYHCJISIET 3TA IIPOrPpaMMa, Mbl OTHOCUM K aJITOPUTMUYECKOMY 01
XO/Ly. ZIBHBIME ILUTIOCAME SIBJIETCSI CTPOTOCTH MOJIEIH H BO3MOXKHOCTD JOKA3BIBATD OIEHKH
HA [OJTyYeHHYIO CeKPeTHOCTh. MuHycoMm fBisgercs TOT (DAaKT, UTO MpUBEJEHHble B HAIIEM
0030pe MPAKTHIECKHe MPIIOKEHNUS, JaCTO He YKIAIBIBAIOTC B (DYHKIHOHATBHYIO MOJIED.
Ckopee Bcero aJropurMudecKuii moaxoj B OsmKaiinee BpeMsi Oyjer PacIIUPeH Ha JIpyrue
Moz, 6oJiee aJeKBATHO OTPAKAIOIIIE PeAbHbIE IIPHIOKEHHSI.

CaMoil ecTeCTBEHHO} HOCTAHOBKOI /TSl aJIFOPUTMUYECKOIO LOJIXO0/A SBJISETCS CKPbITHE
mapaMerpoB. TpeGyercst BBIYUCIATH fs TAaK, 9TO IO KOAY HIPOrPAMMBI HENb3sl BHIUUCIATDH
napamerp s. Cpa3y 3aMeTHM, 9TO 9TO BO3MOXKHO TOJTBKO JJIsI ceMeiicTBa, B KOTOPOM IIO ce-
MaHTUKE IIpeAcCTaBUTEJId HEeBO3MOXKHO aq)(beKTI/IBHO BbIYUCJ/IUTH IIapaMeTp. Ho ectb un e1ie
OJIHO yTOYHEHHE: CKOPEe BCErO 3JI0YyMBIIIJICHHUKY HY?KeH HEe CaM IapaMeTp S, & XOUeTCs
IPOM3BECTH KAKOE-TO JeHCTBIe, BKIIOYAOIEe ITOT mapaMerp. Taknm o6pa3oM, 3aIyThiBa-
HUe IPOrPAMMBI JOJZKHO PACCMATPUBATLCH KAaK CIOCOO 3aTPYAHHTH HMEHHO 3TO JeficTBHe.
Kak pa3 K 3amure mapaMeTpoB OTHOCHTCS pe3yabrar pabors! [10]. Jokasyemast ceKpeTHOCTD
Takzke obcyzuaercs B padore [12].

7 Kak m3MepuTh 3aIryTaHHOCTHh IPOTPaMMbI?

Ectb Tpu moaxoaa K 3ToMy Bompocy. IlepBoiil 3aK.TI09aeTCsI B TOM, 9TO MBI CTPOTO OIMHACHIBAEM
MO/IeJIb, BC€ BO3MOZKHOCTHU IIPOTHUBHUKA U YKa3blBa€M KaKHW€¢ MMEHHO ,ZLeI';ICTBI/IH CUHUTAIOTCA
B3JIOMOM IIPOI'paMMBbI. BquI/ICﬂI/ITeﬂbHaH CJIO?2KHOCTH B3JIOMa " 6y;[eT Mepoﬁ 3aIllyTaHHOCTH.
Bropoii nojxos 3ak/ai0o4uaeTcs B TOM, 9YTOOBI MPOCTO M3MEPUTH CJIOYKHOCTH 3aIlyTaHHON
IPOrPAMMBI [0 OJIHOIN W3 M3BECTHBIX METPUK (BpPOJE KOJUYECTBA MPeTUKATOB WU YDPOBHS
BJIOZKEHHOCTH TUKJIOB). MOXKHO ellle yIOMSHYTh TOJX0/ ""TecTupoBanue Ha cryaeHTax".
Tpernit mojaxos (I/IMeeT JI€JIO TOJIBKO C aJITOPUTMUYECKUM HO,[LXOLLOM), U3JI02KEHHbIT B
pabore (3|, maer mambosiee crporoe onpemesnenue "miaeanpbHON" 3amyranHocTH. Pesysibrar
O(P) sanyreiBanus nporpammbl P obiagaer black-box security, eciin Hukakue jeiicrBust ¢
kozoM O(P) He mpuHECYT Pe3yabTaToB GOJIbINE, YeM MPOCTOe H3YUeHHe ceMaHTHKH (input-
output moeesenust) nporpammbl P. K coxkanennto, kak JokazaHo B pabore (3|, o6dyckanus,
peausytoriag black-box security, Bo3amokHa He 119 KaxKI0#i MTPOrPAMMBL.
BanyThIBaeMOCTh M M3y4aeMoCTh. Koria 3adukcupoBana KOHKpeTHas aTaka, HeoOX0o1u-
MO pa30dpaThCs, KaKue UMEHHO MPOrpaMMbl MOTYT OBITh OT Hee 3allHIleHbl. B HEKOTOPHhIX
caydasgx COXpaHeHHne CeMAHTHKHU BeJeT K HeBO3MOXKHOCTH 3aIllyThiBaHUs. Kile BaXKHO yMeTh
BBISICHATH, B KaKUX CAy4asgX TECTHPOBAHME 3alyTAHHON IPOrPaMMBI IIO3BOJISET HANNCATH
SKBHUBAJEHTHYIO, He PACIyThIBas 3alyTAaHHBIA BapuaHT mporpaMMbl. COOCTBEHHO, Ie/b Ha-
IUCaTh IKBUBAJICHTHYIO MOXKET CTaBUTbLCA TOJIbBKO B Cily4dae, KOI'Zla HeT J0CTYyIla KO BCell
3aIlyTAHHOU TpOorpaMMe TEeJTUKOM, a, CKayKeM, UMeeTCHd TOJIbKO OPAKYJIbHBIN JOCTYTI.
MoO2KHO TpeIOKUTh CIeAYIOmuil (OpUruHaIbHBIN) MeTox. B3aTh aBa bUKCHPOBAHHBIX
cemeiicrBa by, 3bGEKTUBHO HE OTIHYNUMBIX JIPYT OT JApyra (HATPHMeED, JIBe Peau3a-



UK [ICeBIOCTYYaiiHbIX TeHepaTopoB). MeTos 3amyThiBalus OyIeT CIUTATHCS MPOIIE/IITHM
pasaumumensvhvit meem, ecan no 3anyrannoii peasmsanun O(P) dyuxuuu ogHoro u3 aByx
ceMeliCcTB HEBO3MOXKHO SCbeeKTI/IBHO J1aTh HpaBHJIbeIﬁ OTBET C BEPOATHOCTBIO HE MEHbIIIE
2/3, kakoe cemeiictBo mpejcrapisier O(P).

BazKHBIM OTKPBITHIM BOIPOCOM $IBJISIETCSI OLpPEJeJIeHHe 110 HporpaMMe: KaKoB, BOOOIIe
rOBODsI, MOTEHIUAT JAHHOI IPOrpaMMBbl ObITH 3amyTaHHON. Bosiee Toro, B cBeTe mOC/IEIHIX
TeH/IeHINH (pa3InyHas 3aIUTa JITs PA3HBIX aTaK) Hy’KHO HAXOJUTH CBOIl MOTEHIHAT 3aIly-
ThIBAEMOCTH IIPOTUB Ka}K,ZLOf/'I aTaKH.

8 CmMmexxHbIe 3a/1a491 1 00J1acTh

Creranorpadusd 3aHuMaercs CKPbITHEM CEKPETHbIX JIAHHBIX B OOJIBIIOM IIOTOKE HE3HAYM-
resbHbIX JaHHbIX [11]. TToxoxkne TexuHukn MOT/In Obl OBITH TOJIE3HBI U JJIsl CKPBITUST BHY TPEH-
HUX JAHHBIX mporpaMMbl. CyIecTBeHHONH MpoO/IeMOil TyT 0CTaeTcss {UHAMUIECKW aHAIN3,
KOTODBIil TO3BOJIUT PACILY TBIBAIOIIEMY YIACTHUKY HAMTHU BCe JaHHBIE, KOTOPbIE Oy/IyT KOTIa-
JIUO0 BLIYUCTEHBI BO BPeMsl HCIIOJTHEHUS MPOTPAMMBI.

KoMnuagTopsl 3aHIMAaiOTCS pazdopoM TPOTPAMMHOTO KOJA C TETbI0 ONTUMI3AINN HUC-
HOJIHSAEMOI'0 Kojia. TakuM oOpa3oM OHU IPOU3BOJAT PAOOTY HPIMO HPOTHBOIOJJIOXKHYIO 3a-
My THIBAHUIO — YIIPOIIAIOT MPOrpaMmy. BoJIbilioe KOJM4YecTBO Pe3yJIbTaTOB 110 aHaIn3y KOoJIa,
TePMHUHOJIOTHS ¥ TeJbII Ps/I IpeICcTaBJIeHnil TPOrpaMMBbl OYAYT OYeHb MOJIE3HBI /I PA3BH-
THS 3aMyTHIBAHUS TTPOTPAMM.

Jlng momydeHus MOKA3aHHON CEKPETHOCTH HEOOXOIMMO HCIOIB30BATH apCeHas, HAKOI-
JIGHHBIH KJlaccu4yeckoii kputirorpadueil. A pkum npuMepom MOryT ObITh IICEBIOCIIYy YailHbIE
T€HEPATOPHI, PO KOTOPbIE JIOKa3aHa UX HEOTJUIUMOCTDb OT JIEHCTBUTE/IHHO CJIyYailHbIX MO-
TokOB nHpopMaruu. Eie 01HO BayKHO CBOMCTBO TICEBIOCTYYalHBIX T€HEPATOPOB: OHU SIBJISI-
I0TCS UJIEAJTBHOI MOJIEJIBIO TIPOIPAMMBI, KOTOPYO HEJTb3sl U3YYUTh (M BOCCTAHOBUTB ), U3y Jasi
Jumb input-output mosenenne. Emre ogHMM BayKHBIM IOHATHEM KJIaCCHYECKOH KPHUITOIpa-
dun siBjisiercs ToMOMOP@HOE KOANPOBAHME, KOTOPOE UMEET HEIOCPEJICTBEHHOE OTHOIIIe-
HUE K 3a/la4e CKPbITUS TapaMeTpoB.

st 6os1e€ yCTOWYMBBIX 3aIlyTHIBAIOIINX TPEOOPA30BaHUA, a TaK¥Ke JIJIsi TOr0, 9TOObI He
TPATUTh BpeMs Ha cJIadble METOJbl, HeOOXOMUMO B MOJHOU Mepe IpPeJCTaBIATh BCIO MOIIH
CPe/ICTB U TE€XHUK, HAXO/IAINXCS HA BOOPYZKEHUN § XaKepPOB.

st pa3paboTKu 3ally ThIBAIONIUX TPEOOPA30BAHUN HA PA3JIMYHbIX YPOBHSX LIPEJICTaBIIe-
HUs [POrPAMM M JIJIsi PA3BUTHUS apXUTEKTYPHOIO MOJX0/a HEOOXOIUMO UMeTh O0Iiee Ipeji-
CTaBJIEHNE O BBIYUCANTE/IHHBIX aPXUTEKTYPAX U HEKOTOPHIX sI3bIKAX MPOTPAMMHUPOBAHUS.
Ocoboe BHUMaHWE, B CUTY JIETKOCTH JeKOMIWJIAINN, CJIe/lyeT oOpaTuTh Ha java byte-code
u NET.

[TapammenbHO ¢ 3aMyTHIBAHUEM PA3BUBAIOTCS U IPYTHE HAPABICHUS 3AMUTH ITPOTPAMM
(software protection). Mbl MOKeM yHoMsiHyTh 3aIOUTY OT M3MeHeHwuil (tamper-proofing),
TeXHWKY BOJSHBIX 3HAKOB (software watermarking) u 3amury X0CTOB OT 3arpy’KaeMbIX Ha
HUX TIPOTPaMM.



Henb3s He ynmoMsHyTh U IOPUIMYECKHiT ACIIEKT 3aIIUThl IIporpaMM. [leHTpaabHbBIM MOHS-
TueM 31oi obsactu gigerca DRM - 3akoH 110 nudpoBBIM 00BbEKTAM aBTOPCKOIO IPABA.

baarogaprocTnu

Braromapro FOpusa Braanvmuposutua MaTusceBuda, mo3HAKOMHUBIIETO MEHS C 3TOi 00,1aCThIO.
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